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Term Definition iy xl) Cellawcral} 
Activation The implementation of business | Jue Y! aie! Gleljal Gubi J2itll 
continuity procedures, activities || s! Gol sbll data! Gbbs , Yibiil, 
and plans in response to a business | SH «GL5Y! s/s class Glas YI 
continuity emergency, event, ceili! Abs 
incident and/or crisis; the execution 
of the recovery plan. 
Alert Notification that a potential || ads s) ds deine ¢Ubiil aga gs ini BES) 
disruption is imminent or has Jaally 
occurred. 
Alternate Routing || The routing of information via an || bx.5 5) dy StS jac Gls glaall Jai |} all lull 
alternate cable or other medium || 3 4ii&e GiSsi aplasia! :Jlie) Al 
(i.e. using different networks should (Asaall Ge Azalell ASuall @ 5 5 Alle 
the normal network be rendered 
unavailable). 
Alternate Site || A site held in readiness for use |} Jy Gite 5) JS lad jale abge |] hall ad pall 
during/following an invocation of || Gs qileill 5) Je YI 4:5) cial Lbs 
business or disaster recovery plans | +2!) Abdi! Alol se 4a: 4) SI 
to continue urgent and important Atel) y Alalal 
activities of an organization. 
Alternate Work || Recovery environment complete |} aJ)slll GdS: 3 jgacll (ileill din eal) dais 
Area with necessary infrastructure (e.g., || « Csilille aiSall lie) 43) 5 peal ALaull 
desk, telephone, workstation, and || Cl Glaedls B5gaVly ¢ eal) Aba. 
associated hardware and (LAS! ile 55 Aluall 
equipment, communications). 
Annual Loss A risk management method of || ast blac) sl) Gob Ge Aub easy ae 
Exposure/Expect || calculating loss based on a value || sll (le laleic! studless |) sls! Uo pill 
ancy (ALE) and level of frequency. . I SAI Janay 
Annual Program | A structured yearly opportunity for || Cr Wbal) 3 jloDU Algae Ay gis Aico 9h |] Ay gill deal yall 
Review (APR) || top management to review the | eUod degall GL Sal) deal al eel 
status of important components of || te! leélaal s «Slee YI 4a} pail 8a) 
the business continuity 
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management program, with the 
objectives of approving future 
initiatives, allocating resources and 
confirming program scope. 


2) gall Uatrad 5 Auhisiwell al yaluell 
eal Glas yo Aitll g 


Antibody A blood protein made by the |) 4tetsl clidl jleall gat) Slits ys |] salud! Alun! 
immune system in response to an || Us «(Lala Gls) Udo asa sl 
invader (pathogen), such as a virus. | “=< a> JS Vatdzy Glas pill 
Antibodies are unique to a | Cs Ces be Gala! ines de slg 
particular pathogen. When the Se a ay oe 
unique pathogen is present, the pad) Ct ges eee = 
body has mounted an immune ae eet Cin) 

: . : 12 pall Guus Calli 5 Satne Apia 5 
response to a previous infection. 
Antibodies protect against a 
reinfection, at least for a certain 
amount of time. The time varies by 
the illness. 

Antibody Test || A test for a specific disease blood |} pall Glacins agay Cats) Cyan |] alsa! Yaad 
antigen, or protein, following an |) Shey! cae Slits pall 5) Ape pall soled) 
infection, to understand if the body aaa! ald 1) Le 48 jae Jal Ge ¢ is gas 
has produced antibodies to the «U2 jal) AISI Saline clus! @ ith 
disease. 

Antigen An antigen is part of a virus that | Gs: Ge sje 98 tectkull Gaia) 
your immune system uses to || cle Caxill Qelidl lgall Ladin 
recognize as a foreign substance. qesall syLG) alls haery cus pall a gall 
This signals your body to start |) “siSe Ua! cs Salen! plus! clay 
making antibodies to fight the virus. 04 3a 

Application The component of Disaster || “5)sS!) Ge lel) Adley ce ja |] AAS! LS 

Recovery Recovery that deals specifically with || Gls 2 dateiul aaaill aay le J slits 
the restoration of business system | <i Slee 2U (ois SIV! plaill SUL 
software and data after the Agllagiaa! ) Aallaall duaie Salen! 
processing platform has been 
restored or replaced. 

Assembly Area_ || The designated area at which || ls sly Cail gall eentl dreds dibs ||  aeaill dabis 


employees, visitors, and contractors 


il 
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assemble if evacuated from their 
building/site. 

Asymptomatic _ |] An individual who has the infection || ele! O93 OSs Gore anl Gadi | Gale! On 
but no symptoms and will not || 3 Cys Obsine ade jel V5 85 5b o yall 
develop them _ later. Some || 945 Y cee valSY) Gans ph 
individuals without symptoms may (he lll Gaal je YI 
be able to spread a virus. 

Auditor A person with competence to || Guill ela! cle delist] Aka: Qeadt |] eal pall/ gare) 
conduct an audit. Asal alls 

Awareness To create understanding of basic || 4sLsY! 2 silly) p00 slaty agd GS se sll 

issues and limitations. This will || se Ceol Ge Cudh gall GSa) Leo 
enable staff to recognize threats A y YL 5 Gloag! 
and respond accordingly. 

Backlog a) The amount of work that || v89 ac elye ASI sill eell aaa -(i |) 4eSi pial Slee! 
accumulates when a system or || Gay Aliph Apis j dad GlLaall 5} aUaill 
process is unavailable for a long || 3) eS) asi os8 Jel! alls Aysti 
period of time. This work needs to Phy gk Uy Al pany ay ¢ Cilbeall 
be processed once the system or dap 4g dhe Sib way (Gs 
process becomes available and may | yc teat clad) ye SI Cy eLicil 
take a considerable amount of time aaa qua By Aplell all Ltal 
to Process. |} yseiy Lay dylall | yu 4eS) pial) Slee 'YI 
b) A situation whereby a backlog of 48 a 
work requires more time to action 
than is available through normal 
working patterns. In extreme 
circumstances, the backlog may 
become so large that the backlog 
cannot be cleared. 

Backup (Data) _|| A process by which data (electronic || 5) 4485 8S!VI) Gulu) au duke || Abie 'y! quill 
or paper-based) and programs are || 4%: 4x0 dames aallls (48) sll 
copied in some form so as to be || CH= Je (A kedasinl, is 
available and used if the original Leshac 5) Leal 9) Ape) Gull 
data from which it originated are 
lost, destroyed or corrupted. 
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Backup An independent source of power, || 2989: tle Jerry itive Alla jie |] bla) aly. 
Generator usually fueled by diesel or natural oral Sal 5! S5zall 
gas. 
Battle Box A container - often literally a box or |] 3! Gsthe Lil bile gay - Lis cle, ial! cle 
brief case - in which data and | Cbsledl, Guhl) lato 4 582 — Ane 
information are stored so as to be || 8 sill Cle aale OSS Css 
immediately available post incident. AdaLall 
Black Swan A term popular in BCM, based upon |} 4:5!<isl Bola) gh aL claws |] la gual! eal 
a book of the same name in which | G3 Jess GUS Gl islial « Slee YI 
the author defines a Black Swan as |) ¢!2.s+!| 4xaull 4dl ye je 485 Apel 
an event that has not been | Gobll ue sisse ed sal cos lil cle 
predicted by normal scientific or ae ah Aas a) | Asal 
probability methods. 
Building Denial || A situation in which premises || Y 5) Gael! Jsde aia pay Cib'gs |] idl) J sho ais 
cannot, or are not allowed to be, Lea slop amy 
accessed. 
Business The strategic and tactical capability | le 4peaiill y dans uy) slau sab | Slee YI Ay | pcial 
Continuity of the organization to plan for and || ¢Uasily Gs) sall Aainy!, Lybsill 
respond to incidents and business || biel olsisl Jal Ge kel 
disruptions in order to continue slabs 2ame CU) side (5 slaves 
business operations at an 
acceptable predefined level. 
Daisi gh Slee! Cle sléaall 335 
The capability of the organization to cane oo Lone, 3} aia 
continue delivery of products or asf Ge Ele a 
services at acceptable predefined . 
levels following a _ disruptive 
incident. 
Business The key document that sets out the | 4«sS=5 Ui 2185 (call Ayu pI) Aa gl | Aa yl peill Ll 
Continuity (BC) || scope and governance of the BCM || e253 Jee 'Y! 425! cial sal eas Jey 
Policy program and reflects the reasons bedi oly lw! 


why it is being implemented. 
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Business An experienced individual with |) 4 ,lee 4) suse: elas (yu pole odds lad! 
Continuity (BC) || responsibilities for — practicing Jae YN 4p) patasl B lal gl /g |] bac YI Ay) potas! 
Professional and/or managing business 
continuity. 

Business A role within the BCM program that || 4 lo<iul bylol align Gee 593] Agi ociul Guts 
Continuity coordinates planning and || Gabills Lzbadl) Guu sas Slee! Jac YI 
Coordinator implementation for overall recovery as sll 5) slaiell ISN laill 

of an organization or unit(s). 
Business Holistic management process that | i (All Aba slay hile |} 4} petal 3 la} 
Continuity identifies potential threats to an | Wobls « said) 8 Abeinal) Gloagall Jac YI 
Management organization and the impacts to || @» Le 3) Wee shy la See) le 
(BCM) business operations those threats, if ela yY dec Ub) jai sh a sliy ¢ Aton 

realized, might cause, and which SHR ye Apap Ay pally oyarall 
provides a framework for building oo an pening oe 
organizational resilience with the || "7 fail a; al 
capability of an effective response ‘i 
that safeguards the interests of its 
key stakeholders, reputation, brand 
and value-creating activities. 

Business The stages of activity that an | sti slid) ALG) Go LLY aly | (oc) tla dys 
Continuity organization moves through and || Osi Ja! Ge eyiLSis Abs jlea | 42! poiul 3 pla] 
Management repeats with the overall aim of ceil 2 penal Jie! 

(BCM) Lifecycle |] improving organizational resilience. 
Business Ongoing management and || 4:ta)  ASsalls sylayl Glee Bla} ql 
Continuity governance process supported by || “isis Llell slay! Ge Aa scadlly || Dee Y) 42) cial 
Management Top Management and appropriately || Oses 28 Jal ce 4eDbll sled! 
Program resourced to implement and bac YI 43 51 pail 3 ja} 
maintain business continuity 
management. 

Business Part of the overall management | cle ob sé alell slo! ali Gn 6 jn 3 la) alas 

Continuity system that establishes, || ehestis ledubiy lee! 4, | pail |} Slee Y) 42! oil 
Management implements, operates, monitors, || -eois ei pay eal os leisl xy 


System (BCMS) 


reviews, maintains and improves 
business continuity. 
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Business A group of individuals functionally | 4a) see © sUaca al AY! (ys de sane sy)! Gs 
Continuity responsible for directing the || « Wasiis Jee YI Ay] pei Abas lac || lac Y! Ay | petal 
Management development and execution of the || is Cols! ¢ 85 Gre! cle asdle 
Team business continuity plan, as well as JB lay flail) Giles lil] jLuall 
responsible for declaring a disaster Wnaeys SI 
and providing direction during the 
recovery process, both pre-disaster 
and post-disaster. 
Business A tool to measure the level and | 433) Ssai da jay cosines Cold Blal ] ee GS gai 
Continuity degree to which BCM activities have || GLsjtes Ml Slee Y) 4:5) jail slat | dlec Yh 425) peiasl 
Maturity Model || become standard and _ assured BLELal) Jala 48 55 50 9 Apals 
(BCMM) business practices within an 
organization. 
Business Documented procedures that guide || col) Cldial asa gis a di Adige Glel pal |] Ay! cial dbs 
Continuity Plan || organizations to respond, recover, || teYl5 altos dlills Lin! Jee 
(BCP) resume and restore to a pre-defined cehetll Cs sid! ll guna! te 
level of operation following (Gye 2104} 
disruption. 
Business The designated individual || 445 Basi sisal Gyrall Gadicill Abd (5 lal 
Continuity Plan | responsible for plan Mera jsiy Leiiguas |] Dec YI 42 5! cial 
Administrator documentation, maintenance, and 
distribution. 
Business The process of developing prior || Glelps¥! alacls Glas jill staal Agle | 45) pci! Laas 
Continuity arrangements and procedures that || HeieY! Gs slaidl (Sci il) dduoall Jee! 
Planning (BCP) enable an organization to respond Ag) qi Ab ph: Gaal ¢ sy sic 
to an event in such a manner that | U4) 4svall lee) Glas 5) petal 
critical business functions can shel tales) einai ly ghana 
continue within planned levels of 
disruption. 
Business A management group to give || wall clack asti Aylal de gene |] eli Unles 
Continuity advice, guidance and management || ct! Golo Y! aap silly LEY 5 8 pikes | Ubec YI 42 5) poi! 


Program Board 


authorization to the BC 
Manager/coordinator/professional. 


Cuniluaal , cgiutle 5 sl jie Cys JS 
Lac'Y) 4p) yeti! 
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Business A committee of decision makers, || «Slee! sal8 Sis) ji all gle dial |] agus sill dial 
Continuity (e.g., Business leaders, technology || (420)! Gutledls Asiaill el pd Ay yl aie 
Steering experts and continuity | 4S Y! Antal alae! ogy Lliall Jie! 
Committee professionals) tasked with making Lata) 4) ci yest I js 
strategic policy and _ continuity See So ee oes 
planning decisions for the eal el 
organization, and for providing the 
resources to accomplish all business 
continuity program goals. 
Business An approach selected by an | ciel Glaol sliudl o Lisi agi Ayal sil 
Continuity organization to ensure its recovery || s! SoisSll 4galse Ga Aplocie ls | Slee! 45] cial 
Strategy and continuity in the face of a lee) Ale Uni) Gye La se 
disaster or other business 
disruption 
Business Designated individuals responsible || 44 salac! agile le ads Cues al pil | Aglaia Ga 
Continuity Team || for developing, execution, || tytiy ais Glee! 435) pci Jac 'YI 
(BCT) rehearsals, and maintenance of the wlgsle Atala ; 
business continuity plan. 
Business Function || A description of work that is || Glieis gai) (cagell heal] Caey |] lec Yl bans 
performed to accomplish the || 4teY) Jadis cdldidl trad) Jc! 
specific business requirements of || eS! «sil sill alae celal a} all Lure 93 
the organization. Examples of 13 9 gall oye 9 ail 
business function include delivering 
raw materials, paying bills, receiving 
cash and inventory control. 
Business Impact || Process of analyzing activities and | ¢Ubal ofl, 4buy) Jiai Ashe iG Sais 
Analysis (BIA) || the effect a business disruption legle Slee YI Jey! 
might have upon them. jit, Ulecal ded GS Site 
Meale ¢ Una! 
Process of analyzing operational 
functions and the effect a disruption 
might have upon them. 
Business Any event, whether anticipated |) os! ) iste el gue Glas Yl) Ge Gas Gl || dee YI Laas! 


Interruption 


(i.e., public service strike) or 
unanticipated (i.e., blackout) which 


dashes pie gh (Acta!) GLeast Gl awl 
lad) dhe (el eSll gle Gi) 


Business Continuity Glossary & 


Terminology (English — Arabic) 


(10) 


By: Yahya M. Al-Shaikhi 


1° edition 2024 


disrupts the normal course of 
business operations at an 
organization’s location. 


OWSe gh Abeta) Glell (gale 
BLeLed| 


Business The impact to the business caused | Ge Gills JueY) (le ails) AY!) ¢lbail lls 
Interruption by different types of outages, | Sle Ualiy Gelb! Ge 48 ¢1 sil Stacy! 
Costs normally measured by revenue lost. Axial) Ola 2Yl AS 
Business Insurance coverage for disaster || el saSiell Claaill Jodi duel dobed |] ¢ Ubi) ae cpl 
Interruption related expenses that may be || 2% elill Gltell (a as 4)! SI Stacy! 
Insurance (BII) incurred until operations are fully Lells5 
recovered after a disaster. 
Business Steps taken to resume the business || Jlec'Y! saleiad gai satel) Gl ball || ley! ali 
Recovery within an acceptable timeframe | =i Usédl iajll Ub! UK 
following a disruption. ¢ Usk! 
Business An individual or group designated to || 5! Gust Ge Alyse 4c pens 3) 28 ceil Guin 
Recovery coordinate or control designated LER! 5) (flail Gel a) auc Jey! 
Coordinator recovery processes or testing. 
Business A group responsible for: relocation || ciety Jai : Ge Alpe 4e gone sil G28 
Recovery Team || and recovery of business unit || Gi es ese 4 Agbecill lle Jus) 
operations at an alternate site || Me)» seiob elaill «Slee! ¢ Unis 
following a business disruption; and Dall af gall oll Gay Glpleall elt 
subsequent resumption and 
restoration of those operations at 
an appropriate site. 
Business The approved sequence of || Gi slbaclly acinall ie jl ALG ald fie SI J gael 
Recovery activities, required to achieve stable || «Jlse'Y! ¢Uasil Ge Glad! jig | lee'Y) fLail 
Timeline operations following a business | s+ Sib Ge Ais jIl ball ¢ 3) i als 
interruption. This timeline may Auagley Gliese Glo sly aula ll 
range from minutes to weeks, agile 
depending upon the recovery 
requirements and methodology. 
Business Risk Risk that internal and external || Jie 4ss tall, Aulstall el gall bles |] lee YI hla. 


factors, such as inability to provide 
a service or product, or a fall in 


og) Glass! dg le 3 jail] aac 
allel) ose Gini ¢ gill 5) Glatidll 
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demand for an_ organization’s || Léisl Co Gbardll 4s) Glaiiall le 
products or services will result in an Aad gia ue plud ll gash ills 
unexpected loss. 

Business Unit A business unit within an] ities sland) Ualo Glee) Shay] dheYl Gln, 
organization e.g, || ale Uaall/Ol oY! Ag olay! Glas sll 
unit/department/division. SLRuad) Jala glad J sla) I Saas 
A unit, department or division 
within an organization. 

Business Unit BC || A staff member appointed by a | bbe oS) Slee any died ab po Baas Guie 

Coordinator business unit to serve as the liaison || 42i)5 plus 48S Ge J sind! Slat! Jac 'YI 
person responsible for all BCM | 28 Jala dhe! Alisha 5h) 
direction and activities within the baa sl 
unit. 

Business Unit A component of Business Continuity || cle Sst Jee 'Y) 4p yl pchul Gye 6 ja Boag gild 

Recovery which deals specifically with the || Slo! s) S235 led Gapedll any Jey! 
recovery of a key function or ADSI ¢ 585 Sle Lh Aad) 
department in the event of a 
disaster. 
Call Tree A document that graphically depicts || Gulsice ilu) au yl quasi day | ral sill 4s shin 
the calling responsibilities and the || */2Y! Gx lei) Aye asaity 
calling order used to contact || 0 es Cetllls seal 5 Cuik gall 5 
management, employees, | C= te Ams! dba! Gla 
customers, vendors, and other key cna) Vlas gh Oh 9S 3) 5.) plall 
contacts in the event of an 5 25) 
emergency, disaster, or severe 
outage situation. 
Capability An umbrella term which generically || e9ed! 4a5 cle Gea: ala clas 3 yall 
encompasses business processes or || tA: s\/5 Jlec'Y! Abdal 5) Sle! yal 
activities, and/or technology aba) 5) 4 sail) 
systems or applications. 
Capability This is the process of  self- || 4aalsall Gage lal apiill Ale 3 yall ai 
Assessment for || assessment under the US Standard || . (NFPA 1600) a) 482! Aukall || 42 jalall U2 
Readiness (CAR) || NFPA 1600. 
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Capability The relative degree to which a | 4 \SI) JUS syd) ft) dana) Aa pall |] a pee Us sie 

Resilience Level || capability can be impacted by a baa sll 3 yall 

(CRL) single disaster event. 

Capacity Stress || Testing an application with large | CG 4d. Glues jc Glenbil) Lis) ake! obs) 

Test quantities of data to evaluate its | 8 sil) GIy eli! loY! ayail GbLull 3 yaall 
performance during peak periods. 

Casualty Bureau || The central police controlled || G38) Gls gleally Ghat! So |) GbLLeY) Cis, 
contact and information point for all || 8S Gsisry 4S >All Abul sg: lasll ld sll s 
records and data relating to |) CobeYb 4aleid) blll; Gaul 
casualties and fatalities. te sll y 

Catastrophe Occurs when a disaster's effects are || Ly la tls 43 151) Lisi! abe sie ait 4S) 
widespread and its impact is so AGS ps Dds acinall 38 5 slats 
great that it overwhelms a 
community's ability to function. 

CDC The Centers for Disease Control and || 9 leis “le slly Gals! Aadlse 5S yo || AnilSe 5S ys 
Prevention (CDC) — A United States || all Gaasy) Aslell dared! ages |] ld lls Gals! 
federal public health institute, || @#6Yls 4.) Claas 35s Ughe 
under the Department of Health Aedbuall Aylea coll Apslul dive Chagy y 
and Human Services (HHS). Its main Rati: OR cia Ala Asal) 5 
goal is to protect public health and cidaay) ties Sas SIs ual jay 
safety through the control and — Ste) ee . pieaia 
prevention of disease, injury, and are sera glx splall cghg T8201 

pai ; Cihuweg — Agdeall vale! le 
disability in the US and hesalls EY ye al gual) (ual pel 
internationally. It focuses on ied Saal, Adil, Adal 
infectious disease, food borne bua ye Ali glls Aacall asaut 
pathogens, environmental health, cgnecll Still g 
occupational safety and _ health, 
health promotion, injury prevention https://www.cdc.gov 
and education. 
https://www.cdc.gov 
abet) Gyo Gani i/p Sill shal -(1 | Gen Aid 
Checklist a) Tool to remind and /or validate aa cad ne — 
ee SOF 
that tasks have been completed and 
resources are available, to report on 
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the status of — recovery. || 5) clas! :Jte) api dad -(G 
b) A list of items (e.g., names or || inY! 5! Lge Ganill al yall (algal 
tasks) to be checked or consulted. de 
Cs cgilaill Aba Aut 4 padi da yh || Ald ds Les 
48) (ote daad Cus ALIS 4 I SI anal 
Checklist Exercise || A method used to exercise a af) aU) SEAN claglee Blas, 
completed disaster recovery plan. (Calsaall ALY) cat gg ll 
This type of exercise is used to 
determine if the information in the 
plan (e.g., phone numbers, 
manuals, equipment) is accurate 
and current. 
3) (Alb Ye sagll is Ala) Grae | (inal Gl pba 
9) Adel) GLY! gh cell 
Civil Disorder Event or situation, such as a 4S 48 Checeg ll gh ced gall 
terrorist attack, riot, violent protest, aces JUSS AIL | pasa! ¢ of 92 a365 (il 
demonstration, or illegal assembly, Le Fay gh GSe cod Galil Guay 
which threatens serious damage to 
human welfare and security in a 
physical location or environment. 
Aally yl yal ¢ sigs angi Alla gh Gus || Agaall és 5) shall 
Cali gc QSL 8 Gull) due JUbS 
Civil Emergency || Event or situation which threatens Agidias tgial sh epesiipll Whe 
serious damage to human welfare in 
a place, environment or a place or 
the security of that place. 
Cold Site An environmentally equipped | ste! Laid a gs calaaU Gala Gis |] UL! a gall 
facility that provides only the || tees «cileill Ghee platy JilSs je 
physical space for recovery lg: Adalat) ApiSal] lana! 8 si 


operations while the organization 
using the space provides its own 
office equipment, hardware and 
software systems and any other 
required resources to establish and 
continue operations. 


A site (data center/work area) 


equipped with appropriate 


Oe sls Apel Ub, aiealy 
sluyXY Anpdl GAY api 
qen\eipe |) ON paul 


Sha (us Athens [El in) pe 
Sisal) gle yy elec 
Aalouall s coYLuatY) adliey Auth ygSil 
iF eos gal egal Aa) Maal, 
cull ll GA cya Ugly Cilanall 
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environmental conditioning, 
electrical connectivity, 
communications access, 
configurable space and access to 
accommodate the installation and 
operation of equipment by key 
employees required to resume 


business operations. 


Clea!) GLE cys gllaall Cyad ol 
4 als eri} 


Command Operational site (physical or virtual) || (2!) 51 sak) has aby 3aL8 5S ys 
Center/Centre _ || used by acrisis team after the initial Ala yl qe HL GY) Gad detain 
phase of an emergency; can also |) “=! Ses «suishll Ge dsl 
serve as a reporting point for) O& G>%>!s Shall bai 4clacinl 
deliveries, services, press and all || ¢** Adlanally erally Slay) sil 
external contacts. Age JAN dat! Glee 
Common A statement of shared situational || 4 sol) A isl) agills Ge oll aes Oly Alla 558 
Recognized awareness and understanding, || Gol cll Jase out ae Gt ety A yids 
Information which is briefed to crisis decision- | S45) 4 site Lala aclaaiey all 
Picture (CRIP) || makers and used as the accepted By ype s Adal SII yall 
basis for auditable and defensible 
decisions. 
Communications || The component of disaster recovery || Jos: ©) Sl) Cys (ile! lac! Gyo e jm |] Ae plas Caled 
Recovery which deals with the restoration or |) CYMo5Y! 48u5 ays gi Sale} 5) Sabu oYbaiy| 
rerouting of an  organization’s || s! ‘les lesa 5! seid 4clati 
telecommunication network, or its cad & shy le a LL SS 
components, in the event of loss. 
Consortium An agreement made by a group of || Gl Gliid! (ys de pene Qu Asal alas ala) 
Agreement organizations to share processing | Giloall si/5 4ahecill Glbell gil ys 
facilities and/or office facilities, if | s4ac! as) Gai dla (2 Apical 
one member of the group suffers a 1) Sly Le GY oll de gamall 
disaster. 
Contact List A list of key people to be notified at |) Gall) Gaui oN Gelk SY! clauk aailé /  Jlasty! 4ailé 


the time of disruption or as needed. 


case sl CLARY! & by Cue ageDhl 
Aalall 
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The contact data used by Call Tree || 4esie 8 Jmol sill Glly padi, 
and Cascade processes and EDLY Labail s Gel yal 5 Seal sill 
systems. 
Contact Tracing || The method of tracking and | cal-Y! Usd clsals adi dab | Qyblladl aii 
containing the spread of infectious |) «G2 +l Gala sy! “aul 58 4yaeall 
diseases with exposed individuals to || 0+ e& 25S Gall Gala SY! ansi Aw, 
identify the people whom they have Gebs Ue pall Ales re Js 8 
had close contact during the | 9) C8 Ges els Galasy! cle alls 
incubation period of the illness. 0 pall Gale! peal seb ol 
Applies to both symptomatic and 
asymptomatic individuals. 
Contingency A budget for meeting and managing || iylols Ades) lea) Aud Anil jae | GlbList (5 gain 
Fund operating expense at the time of a Jac Y) 43) patsl qali_y» Jiadi sic is) shall 
business continuity invocation. 
Contingency Plan || An event specific preparation that is || G ott say Gilas dU sane sharia! | cl pl) Abs 
executed to protect an organization || 442s Glage 9) plas Go slLiid! Jal 
from certain and specific identified BS ya 9 Std 
risks and/or threats. 
A plan to deal with specific set of || Ge b5s« 4¢ 506 ae eleill abs 
adverse circumstances. Aaleiell Cas plall 
Contingency Process of developing advanced || Gleloa¥ls Gus) alae! ghee |} Cc) pbll Load 
Planning arrangements and procedures that || StsY! Ge slaid) GSeil dati! 
enable an organization to respond || ‘ele 435 ill Ans all je Sl sal 
to an undesired event that Aha 
negatively impacts the organization. 
Continuance of | This is a US concept for how |} Cleat) (Si 4: crc gs Ss pal a ggte |] ee 4a) cial 
Government government entities plan to || Gs ele Ga Sie Ge Ape Soll |] Ape Sa) lal 
(COG) continue the key elements of public || s¢ +t) 8!a2U Apa lh jolie! JOS 
governance in emergency iso) shi) Ys 
situations. 
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Continuance Of || This has applicability mainly in the |) 545 4:5\ iu) clacos Jae ardiny |) Loa 4) pial 
Operations United States. In most countries BC || GUYs!) GA at) JSS: Ghlall Steal! 
Planning plans are used for both private and || cals! alee eb LI AS pil Baal) 
public sector bodies including Bylo} bbs Glos pdt GA! 
government entities. In the US Aucldll cial Ga CB cpl hic 
COOP is sometimes used as an sag Stee ene a tay ay 
alternative term to BCM even in the oe aol aa — 
private sector. cUadll A ie DS Lbs! ee) 
alll 
Continuity of Management policy and procedures || «assi! adie 4a la) Glel als Aulus 4) aia! 
Operations used to guide an_ enterprise | SxS lsd G yaa sic slaial! Alin lbeall 
(COOP) response to a major loss of || * ! <i! sash Leal yo 5! Leilat 
enterprise capabilities or damage to | “#2! GUIs! Aba bleh 
its' facilities. It defines the activities | =! & te sal) thas MIS lly 
of individual departments and sh se cool CRN eS) Cae 
agencies and their subcomponents 
to ensure their essential functions 
are performed. 
Continuous A system or application that |) cll oiycinl acu Gubi g) ali ciudl a sill 
Availability supports operations which continue |] 0 lan ines) ale ads Citgleall 
with little to no noticeable impact to edie! le Stl 
the user. 
Continuous The ability of an organization to | G5 tebe clai Gle alaiall 3 a8 |] o pciecll clibeell 
Operations perform its processes without .¢ Uaiil 
interruption. 
Control The collection of activities, financial, || tls Ale ALG) Ge de pone 41 I 
operational and otherwise, || s /2¥! Uslas Ge 3 aall la_pe s 
established by a Board and Jacls 42 seill Jal Gs 4S pill Galas 
company management that carry | @* et: le Aulledy Ayle la sliiell 
out an organization’s business in an iii g Ledlaal y Sacinall sLiiall Cldsginne 
effective and efficient manner, in oaeal 
line with the — organization’s 
approved objectives, goals, and risk 
appetite. 
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Control A model or recognized system of | teal 5) gadsaill 4G) Gls oli |) ALI ec Ub! 
Framework control categories that covers all || 4s!) La) pall 4as hay call 4 
internal controls expected within an BLaial) Jala dad gill 
organization. 
Control of Control of Substances Hazardous to || le sbAN al gdl Qe Alb cil sal! A 
Substances Health regulations 2002. A Y) 4ga.si @ 2002 4anoll cle 3 ball 
Hazardous to European Union directive. danall 

Health (COSHH) 

Control Review || Involves selecting a control and || 4 ll; buall dbs tial le & shi daal ye 
establishing whether it has been Ailes cies - us os Gail, Lal peal 
working effectively and as described JAS 2 pill Ge pally Caee gl) Cue 
and expected during the period Asal pall b20 
under review. 

Cordon The boundary line of a zone that is || 4:ex«ll 5 Saxcl) Aabaiell Jalal! Lal shall 
determined, reinforced by || G3 Osby Ay scl) AbaLull dau! 5s 
legislative power, and exclusively | CS CLIeY 4:p_all 3 boul 
controlled by the emergency || ¢* cle Udo jhaas « is 2| gla 
services from which all |) tJ! Sal eel Cmaall we Galas 
unauthorized persons are excluded a a eee al 
for a period of time determined by 
the emergency services. 
Coronavirus A group of related RNA viruses that || ssi) Uesall Glas 8 Ge de gene |} Ls) 8 Ung 8 
cause diseases in mammals and || Slucill 8 Gal danedll 65 9 oll 
birds. In humans, they cause) 5 wet oll Ga Ll cy bli; 
respiratory tract infections that can || & c3!o Amal Ol pial 8 GlLgal 
range from mild to lethal. Common Cag pall at Asa gil AUttaas Os 
viruses include COVID-19, SARS, ea aut TGS 8 cas ps Lele ach 
MERS, Influenza and the common sigelall iS sigs ie) eon 
cold. 
Corporate The system/process by which top || sylaY! Go Leadtnedll GLI) 5 Labi |} Anus gall 22S gal 
Governance management of an organization are || agit! sive Aus jleey adit sLoidll bial 


required to carry out and discharge 
their legal, moral and regulatory 


Apashaiill ASA 5 4 silall agli s » 


accountabilities and 
responsibilities. 
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Corporate Risk || A category of risk management that || 41 Gla: Apel) blac! sla} 448 |] Apu gall lal 
looks at ensuring an organization | 4SsJ) oli Ugh sual sli 
meets its corporate governance |) “4! Glel jay! SK3 jue Apes pall 
responsibilities takes appropriate AGEL hla 35!) 5 
actions and identifies and manages 
emerging risks. 

Corrective Action | Action to eliminate the cause of a |) JIA 4a.5) Glues le nti lel pa! lela! 
non-conformity and to prevent WIS aisis Ayayanailll 
recurrence. 

Cost Benefit A process, after a BIA and risk |) JtecY! le Sf! Uilsi cic Sat) ol pal 4alsal) Jain 
Analysis assessment, that facilitates the || GUY! dnd 4a: jbladd! arti, Salil s 
financial technique for measuring || Js! Gubi ads ule Q§ alld 
the cost of implementing a | SH! sailall eo Lijleey duels! 
particular solution and compares leis 
that with the benefit delivered by 
that solution. 
Counseling The provision of assistance to staff, || lls Guta gd! QM Adgeall asaii aL YI 
customers and others who have |) GbbeyY! Cll lye ei Ges ad nts 
suffered mental or physical injury in || s) Gle5¥) ell Agauall 4) Apacill 
a disaster or incident. sal gall 

Creeping Disaster | A slow degradation of service or | ce 598% 5! Glaadll (64 ejb: eal pi |] AllLciall 44 ISI) 
deterioration in quality — or |) Coll cys 3 sid shail le lal 5) 52 gall 
performance over a period of time baal M Cilaall Ags G8 Ga « 
which ultimately leads to a business ABMS Sly gious Slerdl} 
interruption of disaster proportions. 

Crisis Abnormal and unstable situation | 43 sf. 5 dvnk pe dk 4a SY! 


that threatens the organization’s 
strategic objectives, reputation or 
viability. 


(ines. ol Zunch tu Gund cleat 
Weela 5) 
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Crisis A plan that specifically addresses |) dal si uapedtidas cle Jslitidbes | ual sill dbs 
Communication || stakeholder communications during | Jetis 45¥) elt) dabeall Giaral |) Gl 5! eli) 
Plan a crisis, including the public, | ‘es  «cerstinals — «) sqaall 
shareholders, clients, employees PAS pall y «cpl yall 
and partners. 

Crisis The overall direction of an | GJasU sliad) Guy alll 4s sill de SY! Bylo) 
Management || organization’s response to a|| Ss) (ds 4d 4g by 4c je jul 

disruptive event, in an effective, 2 a)) Cali 3) Gis Gay G glad 
timely manner, with the goal of Leia y ginny altel A 
avoiding or minimizing damage to Aalst 
the organization’s _ profitability, ae lai! sLital Gl a8 Guba yy shi 
reputation, and ability to operate. ls MI 
Development and application of the 

organizational capability to deal 

with a crisis. 

Crisis Coordination and execution of || WAS a) pall Glel pay) alachs Gusti 3 Ja) Aad 
Management || actions to be taken immediately | DK 48 (SII Aslall Js) sill cle SL 5Y! 

Plan before, during and after a] Oxes clsy¥! Aska Jal He eons 

catastrophic incident that preserve Je Gaia 3) ily clStieall 
lives, safeguard property, and a cd) ia ace 
reduce or minimize damage to the Agata 
organization's profitability, 

reputation, or ability to operate. 

Crisis A team consisting of key leaders || die) Gamat ll salll Ce OS Gt sla! G8 
Management _ || (e.g., media representative, legal || «3 sitill Lstucall are YI ils y tine GL YI 
Team (CMT) counsel, facilities manager, disaster || ciel] Gavin Gil pall jpn 

recovery coordinator), and the ASILa Aaidball GI jIsYls (GU sll 
appropriate business owners of mama ape 2a al saa 
critical functions —= who are Sa oe) sal 
responsible for recovery operations 

during a crisis. 
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Critical A qualitative description used to | 4s) jleY pity Ges ches 4a > 
emphasize the importance of a || Gals!) ila sll 4) Glleall, 63) gall 
resource, process or function that || A=: «ls» Jesill ads dale iss 
must be available and operational | “8 OSes “Ss Gul Gf 5! bycins 
either constantly or at the earliest ah gS 3) to sh pall gl Gaal gall & 98g 
possible time after an incident, 
emergency or disaster has occurred. 
Critical Activities || Those activities which have to be || Glatid! api leslal Gall) ALdsYi || 4a at) ALY 
performed to deliver the key || c+ eicll (Sei ill 4p pl Glass s 
products and services and which 8 sll Aulus 5 abl Lglldagiones eld sll 
enable an organization to meet the 
most important and time-sensitive 
objectives. 
Critical Business || The essential operational and/or || 4slall s\/5 Azecill Az ya gall algal |) Ashe ciill algall 
Functions business support functions that | S| Upland 5) geld! (Sa) Y (ill 4a all 
could not be interrupted or | Ges ssdl 5) 5 odall i jl Lb 
unavailable for more than a BLAdally ayasill loall (99 
mandated or _ predetermined |} <1, cle ety I Angus algal 
timeframe without — significantly | 44; cele Baill cyladd gf Lgiga eladl 
jeopardizing the — organization. Slarginuall 
Vital functions without which an 
organization will either not survive 
or will lose the capability to 
effectively achieve its critical 
objectives. 
Critical A review of the components | ass <8 dalla) Gti Sal) Aulja | alas isi 
Component involved in delivery of an enterprise || axis stall cc sine le Cbbeall | 4a pall Ob Soll 
Failure Analysis || wide process and an assessment of | 25! cle alsa) ails s « Apel Gta 
the relationship dependencies and al Salt 
impact of failure of one component. 
Critical Data The point in time to which data |} GUlull sald! leaie Gurty dae Aa | ULull Abs 
Point must be restored and synchronized || “!s8l) Gla dal) Gail Lgiiel joy 4a yall 


to achieve a Maximum Acceptable 
Outage. 


15 pall 
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Critical Physical assets (e.g., electrical || Ast: yeSl) 4a) Sie) Apsld) J pe Ayiadll 4 yi) 

Infrastructure _ || power, telecommunications, water, || (C>+4! sell « 5lll « clall «oYLuaiy! 4a all 
gas and transportation) whose |) 22 2) coll Leal 5! last say ills 
disruption or destruction would Agall calell Gel s\/5 stents! ple 
have a debilitating impact on the (2d cgecinall cibalaiall Sis) 
economic and/or physical security 
of an entity (e.g., organization, 
community, nation). 

Critical Staff Staff members whose _ skills, || ted! Gs Gall as pani Ciba gall 
knowledge and/or involvement are || #3! 42] Gliawnill 31/5 48 pall Caple'y 
necessary to recover a essential Blsiall Ayala) Aalscill algal! 
business function. 

Critical Success || A management technique || Guxand! 8 3 shad! slo) Cullal | clad al ge 
Factors developed in 1970’s but still |) Sie) a sai ill, Antli Jl Y Kish, 4a all 
popular, in which an organization AY Gye Gyre Ste aaety Ugilaul 5, 
identifies a limited number of || Gr! ses) Ge bed cal sll 
activities it has to get correct to Aas SM algal Saieil 
achieve its primary missions. 
Critical Supplier || Looking back in the logistical || Gubel) Glos Agia QM Gyki Nl |] call ay gall 
process (upstream) of a product or || GS « Gleadll 5) Glatiall dine gill 
service, any supplier that could | G25! cu gl dats qyall ay sal 
cause a disruption or outage to the Slax 5) ¢ Unis! (8 pdasl cme 8 ull 
organization’s essential functions as ch Ciptall ume slat Amlal leall 
documented in the BIA. ae gle 3) ales jay 
Damage An appraisal of the effects of the | cle Salsa) 5} Sols) OEY audi |]! ey! audi 

Assessment disaster or incident on human, || 24=8Yl5 Agate) ipa, dull 
physical, economic and operational (palais 5 
capabilities. 

Data Backup Data backup strategies — will | eis) aul) Glasi ul sas |] qual) Shas il 

Strategies determine the technologies, media | 4-5 bile sls cba sl sal GbLl | Obl bitsy! 


and offsite storage of the backups 
necessary to meet an organization’s 
data recovery and_ restoration 
objectives. 


Ce Ae DU Aplin YI ceauill al gall @ lS 
slo ful (gf BLaLa Gliagine Gist Jal 
Aghia) Gaull soleil y 
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Data Backups || The copying of production files to || qi (all Lil sll te clay) Glas Gad | Lie Y) Quill 
media that can be stored both on || « 4s 5! aasall Jala el ge Gy Aull eaiejen 
and/or offsite and can be used to || Ubu! saleial a Ugeladind OSes 
restore corrupted or lost data or to || JS ssi 5) Antlall 3) alti 
recover entire systems and ashy Alla oof Cililyll ae gi Gils glaialt 
databases in the event of a disaster. a 

Data Center The component of disaster recovery || «<1 )sSll_ Ge (lel Agee Ge aie | 5S ys dale! 

Recovery which deals with the restoration of || Chun!) JS. Glas sabial J sly bball 
data center services and computer | ds cs? Azle! dalla! Gia; 
processing capabilities at an | -c@¥! ds doula he 
alternate location and the migration 
back to the production site. 

Data Mirroring || The act of copying data from one || ct) eSBs Ge Guill Glly Age LL cea 
location to a storage device at |) G/.4 Al aise GyAill Glo, 
another location in or near real -cgigial) <a lt 
time. 

Data Protection || Statutory requirements to manage || GUL) syloy Aga) uid) | Lull laa 
personal data ina manner that does |) |) 5! used Sie Y 4a) pbs Ae 
not threaten or disadvantage the igale le 
person to whom it refers. 

Data Recovery || The restoration of computer files || Libs; ce day pulst) Glaldl sla ful ff tbl! sales! 
from backup media to restore || GUle gla ful Jal Gs blisY! auill 
programs and production data to Sls gi) AIL A BY 5 Gel ull 
the state that existed at the time of || Ss! -buiaY! Guill cis teale 
the last safe backup. td 

Database The partial or full duplication of data |} Gs JAS 5) 3 j= JSdy GUL EL || sacl ¢ Lata 

Replication from a source database to one or | SI 5! aaly oll GUlll scl pues abl 
more destination databases. Algiswall Gblull ae 98 ys 

Declaration A formal announcement by pre- || ce! Gel SY! Ge pees pay WDE! ore yl 
authorized personnel that a disaster || 52> e8si Oss Gums mali ( Siig 
or severe outage is predicted or has cSaills ye sf 52 5) nS ¢ Ubi! 5) Ais 
occurred and that triggers pre- | Ste Y! Ge JS Ute YI ells Ge antsy 
arranged response and mitigating cee) Adena seal le! pals 
actions. 
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Declaration Fee || A fee charged by a commercial hot |) 4: tal) al gall Glace! eee egy] le Yl a guy 
site vendor for a customer invoked || €s85 Ge! ry reall le AidLull 
disaster declaration 44S 
Denial of Access || Loss of access to any asset | «cuall) Spall Ge cel ll Speasll ais) guasll ain 
(premises, hardware, systems) || cs! te Gal al Laie (ALi) 0a ga! 
when no physical damage has been pale ) po 
done to the asset. 
Denial of Physical || The inability of an organization to |} Jel s\/5 J sSall (le slaidl 6 jad prc J shall aie 
Access access and/or occupy its normal || .4e 4elAll Aggbll Ayla! Seal! ay 
physical, working environment. 
Dependency The reliance or interaction, directly || o& 5! tlre JS4; Jalaill 5) alsic'y! Ayal 
or indirectly, of one activity, or | 3! Glled! ,) 4c) os sy pile 
process, or component thereof, SA) gle GL Sal} 
upon another. 
Design The Technical Practice within the || sls) ts 8550 cli) Agial) dis Lali areal 
BCM Lifecycle of the BCI Good || CL) Gees Seed! 45) cul 
Practice Guidelines that identifies |) Y= eat! os Guat) Gls plea! 
and selects appropriate strategies AIS 5 Addl Shas iy! uisly 
to determine how continuity and cgilaill y Aaj) pees) Gute ALS canta gs 
recovery from disruption will be cet 
achieved. 
Desk Check One method of validating a specific AbAll (ys Gyre e Ja GE Aa | ij Uand 
component of a plan. 
Desktop Exercise | Technique for rehearsing teams in || ca xk: Se: Goll Goal Goll | abglb Gy pd 
which participants review and | call GlelLay! Osten, OsS bill 
discuss the actions they would take || CS!s 4¢ +2 sell agbbs (is lei adn 
according to their plans, but do not shgba cg) Siti cas 
perform any of these actions. 
Differential Backup process that copies only || 2% 8 le psd coe All Std) ae |] ble YI aul 
Backup such items that have been changed aS) Dall) satin Y) geal shalaill 
since the last full backup. 
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Diploma of the _ || This certified membership grade isa || Algimes brciee Aygnc daa sald gx a sha 

Business standalone credential. It is an |) Glee Y! 4.y)yciul (8 ale as tg |] Je YI A patil 

Continuity academic qualification in Business || Ge Y! 4:saal) le» Ub ple Gos 
Institute (DBCI) Continuity and a route to higher Jee) 435) pais) ages joey (ill 
membership grades of the BCI Bj) Ss ghee cole oly 

depending on years of experience. 

Disaster Situation where widespread || 3i 444 si 4d) lua ¢ 5 alle 41S 
human, material, economic or | 23 Gs GUaill deus Agi 9) Ayala 
environmental losses have occurred || $o 2%) 4abiell 5! aeinall 5} sliidll 
which exceeded the ability of the eladiuls (ie (sileills Alain! le 
affected organization, community Aull) ta sips 
or society to respond and recover 
using its own resources. 

Disaster The staff should be familiar with the |} asi sules Veila: Gyile gall alll Gur |] ULI GDle] 

Declaration list of assessment criteria of an |) @.8) Gols) GY Shlas Ga) gall 
incident versus disaster situation | “=U! 3! JleY! 4)iul b5)a! Us 
established by the BCM or DR USS 5 6 Cl SI Ge (sale Agus sill 
Steering Committee and the a a el 
notification procedure when a 
disaster occurs. 
Disaster Strategies for prevention, || JaeYl5 Gols) coo Glas fal ff 5) Stl sla 
Management | preparedness and response to | 4sY!) Guasll Jali, WI ai, 
disasters and the recovery of bells 5 Gite 
essential post-disaster services. 
Disaster Recovery || The process, _— policies = and |) Abeial) lel pals Glut) 5 Glial On gill 
(DR) procedures related to preparing for || “=i! 4yid! dale 4) alo oY gail Saal sal 


recovery or continuation of 
technology infrastructure, systems 
and applications which are vital to 
an organization after a disaster or 


Stabs, AL,  Ancill 
CURRY! 5) BIS ie sLdiall 


4 al 


outage. 

The strategies and plans for Saghlly Bit has ees 

recovering and restoring the |) gc suaiall Ayail) Ol pail y Agasl) Ail 

organizations technological infra- Lon ¢ Uni 
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structure and capabilities after a 
serious interruption. 


Disaster Recovery || The management approved || «2! sell saad sla) Ge basins Jay |] Go  ileill Abs 
Plan (DRP) document that defines the || 4:s¥acll GLbLalls calealls «lel als 5) 5S 
resources, actions, tasks and data sill a 5¢a 8139 
required to manage the technology 
recovery effort. 
Disaster Recovery || The process of developing and || seta! Glad jusl Guay alac! Agee |} Co _dleill Laas 
Planning maintaining recovery strategies for | eileshiey Glesledll Angi dabail 4 5) 5S 
information technology —_— (IT) | ‘OSs Datiy Letblns (link, 
systems, applications and data. This a cane cl galls sacl sll 
includes networks, servers, Bhemtls — Alpena — capul gall 
desktops, laptops, wireless devices, sie gly oa) alg st ges 
data and connectivity. 

Disk Mirroring || Data replication and recovery |) Gus «lgiabeiad s GULull ¢Lutia! 4a jh ile geal 
technique where data is duplicated |) (4 Jsimse Gah cle Gblall aud aby val ay 
on a separate disk subsystem | Os o) dears ic ill dels! 
preferably separate location, in real 3) gata) ab sll pci y Jucatic ay 
time or near real time, to ensure Jigs Ghana Sal (ye 6 clionll Oya ay al 
continuous availability of critical Aa eae aaa eee 
information. Data is protected in i ea 
transit through encryption. 

Disruption An event that interrupts normal | 4:tel! Slee ¢ Ubail IDS (5 pa Gas ¢ Usa! 
business, functions, operations, or || ¢!s l5ieaill 5! Cilbleally algal 5! 
processes, whether anticipated || U1 5! « wale! is) dad sie culs 
(e.g., hurricane, political unrest) or cad! Sie) ad siell we elLnl | 
unanticipated (e.g., a blackout, Shai cpa sy! esa cols yell 
terror attack, technology failure, or (C535) og) al ela 
earthquake). 

Diverse Routing || The routing of information through || J:)sS!) Galye jac Cle glacll Aaa gi |] & silell aye sill 
split or duplicated cable facilities. Aa 5 pall 5) 4 gusdall 

Diversification || A continuity and recovery strategy | <i) Jteills 4yiceY! Adi oiul e sil 


requiring the live undertaking of 
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activities at two or more 
geographically dispersed locations. 


Downtime A period in time when something is || eS cLeY! GID (Si due 5 3 yi lai! 
not in operation. Asal 
Drop Ship A strategy for: Jess Aga) ual |} Gs Uall ayy sill 
a) Delivering equipment, supplies, cei ahgally Cillaely Cihanall phat (\ 
and materials at the time of a ey Xs yetul cy pad gl Mala ca, 
business continuity event or 
exercise. 3 yall DMA Abul 3 jee) is -(G 
b) Providing replacement hardware | 484) Gls jill Gave Saal! Aye jl 
within a specified time period via | > 8s 8 Glaeall a) 56 ye Adpaall 
prearranged contractual tase SNA | patil 
arrangements with an equipment 
supplier at the time of a business 
continuity event. 
Duty of Care A corporate governance |) Glillis gas! (8 Bball S pals Ail) | sal ll Alia! 
requirement to take care of the || qlsses bly Gals 5 Apus gall 4S yall 
assets of the organization — a duty ANS 5) 
incumbent on officers of an 
enterprise. 
Ebola Virus A highly infectious disease that can || 4253!) Gall Guy cs gael) aad Gaye | Usd Ue 
Disease cause severe hemorrhagic fever in || CW!) Ay ua OUI pally paul 8 You! 
humans and nonhuman primates. | -¢%& 3! cl gl oY! as Al aay Vs 
Currently there is no vaccine or coh ie pall Jalal Jus si co ciuilasl 
cure. Bats are most likely the tale ye Yee hel cle 
carriers as they do not display sane gal yet 
severe symptoms. 
Electronic The electronic transfer of data to an | G25 Gix Gl Lis SS) Slt J |] Cag SIV) all 
Vaulting off-site storage facility. eisal cK 
Embedding The Management Practice within || sola! tba 355) Gee Ayla) A ples |] Slee Yl Ay} petal 
Business the BCM Lifecycle that continually |) al sis Say @ s83 lee YI A) paisa Apoiall 
Continuity seeks to integrate Business | “22 ¥! 58 Jee Yl Az) il Ges le 


Continuity into day-to-day activities 
and organizational culture. 


Aas yall AAWEL 5 Ape gl 
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Emergency Any incident, whether natural, |) >!) Gsy 5) Aust 5! Ayah 6} ps dale is) shall 
technological, or human-caused, || Seal 4eial lel ya! a ee 
that requires responsive action to JlSHaall 5) cls 5! 
protect life or property. 
Emergency The Command Centre used by the |} 5) God Ge ardtudl salall JS ye || Als JS 
Control Center | Crisis Management Team during the | G+ GY! 4ajd) DE SLY! is) shall 
(ECC) first phase of an event. Adal) 
Emergency The person designated to plan, || G2oills bybsdl Ge JS sivall Gedall || Go) sbll Gur 
Coordinator exercise, and implement the | 3! adsel G4 clpy! Abai sas, le 
activities of sheltering in place or ALY) Got Aigee aalels cial 
the evacuation of occupants of a AG Ua! Slaaall Glen y Al 5¥ 
site with the first responders and 
emergency services agencies. 
Emergency Data || Remote capture and storage of || Jie 445 SIV) GUbu) G2 jat5 Glia! ff) Old) Glas 
Services electronic data, such as journaling, || « «is SIY! ails «© Gy 5Ad) lil 44 Uall 
electronic vaulting and database Gal ae] sal Gated) / SalStl Gail 5 
shadowing/ mirroring. 
Emergency The organization and management | J+t=ill Gti sical! s a)! gall 3 lal y aalait | Gc} pl slat 
Management of the resources and responsibilities | CYR A sls! Gilsall ails as 
for dealing with all humanitarian ((s8lelll AS! Ay jal!) is 5) sh 
aspects of emergencies 
(preparedness, response, and 
recovery). 
Emergency A person responsible for ensuring | 43S ed) Glas ge J sted! Gedall |} (5) sbi) wl 
Marshal that all employees, visitors and || /e&sell Galstedls ols sls cydh sall 
contractors evacuate a site/building || eS! tie Gol sbll Gis E5L15 cinell 
and report to the emergency AG sive Cand (sill alaball /5:Uall 
coordinator when their designated 
floor/area is clear. 
Emergency The physical location at which the | G4 48 joes Gil Gala) adgall | lle 5S 
Operations coordination of information and | Adsl satlees acl a 5) sally Gls sleell is) shall 
Center (EOC) resources to support incident (Agilazall Glpleall) Ga} gall 8 sla! 
management (on-scene operations) 
activities normally takes place. 
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The facility used by the Incident or 
Crisis Management Team after the 
first phase of a plan invocation. An 
organization must have a primary 
and secondary location for an EOC 


Bola) Gad DH Gyo paineall G4 yall 
fils, jall lated dey Che SY) glial gall 
Os Ob Gh ALM Inti yo 15 
psi Aly aaty aiigs slau! Gal 
axe Alle G8 GI shi) Ghike JS yl 
Ayla; 5S yall paring aby |Lerast f si 
Lally lary gill Ge DS) agli Abas 


in the event of one being - 
Lust! Sigs 4S, aMEY! iluys 
unavailable. It may also serve as a P : 
: : can Age I 
reporting point for deliveries, 
services, press and all external 
contacts. 
Emergency Development and maintenance of || G+ lee giiall Gleljay! G prey alac! |} (so) shall yeaa 
Planning agreed procedures to prevent, || ily Sails Chlsill; «all al 
reduce, control, mitigate and take eli} Jee Y) Gye la yt 5 
other actions in the event of a civil 
emergency. 
Emergency The capability that enables an | 41st! le GlSull 4) slid) 208 | OY 4 jal! 
Preparedness | organization or community to | 4d 48 p15 b= 8 Gl phil YL is) shall 
respond to an emergency in a Czliill's Tle jW) gf pilsdll ¢ jal AlLed’s 
coordinated, timely, and effective AiSteall 5 pais GLa! Ge 
manner to prevent the loss of life 
and minimize injury and property 
damage. 
Emergency A documented list of activities to | 343) Gal sll ALG) avd Aa ge Laild |] Us 5) shall lel a! 
Procedures commence immediately to prevent | c!so¥! qsf ileal Gini! sill le 
the loss of life and minimize injury || Stee! pais LLY! (ys ulsill 5 
and property damage. 
Emergency Actions taken in response to a |j 5! Glyisd Sle § Abate Glel jal |] a 5Uall Gai! 
Response disaster warning or alert to || s! Uslsi Jal Ge olla, SS) Olga 


minimize or contain the eventual 
negative effects, and those taken to 
save and preserve lives and provide 
basic services in the immediate 
aftermath of a disaster impact, for 


Cel yal ¢ AatUl Aaa) UY! el gia 
Aesall ashy Th) Gomes Auber 
45 ISN Bl ggg aay Bpdls AyaleY 

AG ISN ALAN) yeial 8 8 Ab 
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as long as an emergency situation 
prevails. 
Emergency A documented plan _— usually || 252)!) satel) (a Sli Angie Abd | Ai y! dbs 
Response Plan | addressing the immediate reaction 44 jUal) AML 5 pileall Aleit s is) shall 
and response to an emergency 
situation 
Emergency The initial response to any event | cle jSobs DIS Cle IY! all lel al 
Response and is focused upon protecting dloiall J gual s Ths yl Ayla Julai 'Y| 
Procedures human life and the organization’s is) sll 
assets. 
Emergency Qualified and authorized personnel || Go Ondees Old se Cbg pile | LLY! G4 
Response Team_|| who have been trained to provide || cll, 4isedl sil ag si is) slall 
(ERT) immediate assistance. 5 pall 
Enterprise Risk || ERM includes the methods and | Gybl) dnucgdl blac) 3 la} Gadi |} bla! 3 la) 
Management _ || processes used by organizations to || ®o!oY sléiall (4 derdinal lel ays Ayu gall 
manage risks and seize || GAS Jal Gs Uavill pliiel , Jeli 
opportunities related to the Aa gu yall Calas YI 
achievement of their objectives. 
Enterprise-Wide || The overarching master plan |) 4aS Jedi ll Anke! Asli y) Aba) || us yall Leas) 
Planning covering all aspects of business || isl 8 Sled) 4: ! cial Gil ye 
continuity within the entire .USS 
organization. 
Epidemic See Pandemic "Astle "Ca yet) Si) cla gll 
Escalation The process by which event-related yenaill 
information is eominumested Bah ll Canal Ciba glee 25UI 4a 
upwards through an organization's By saall AgaLal ALLl] IA eyo Lal 
established chain of command. 
The process by which an incident is Ga Ulall 311 cll Gall aby Ul 
communicated upwards through an uae lodel ey oe SS 
organization’s business continuity Cha Vy Gaal gall 8 yfal olf'y 
and/or incident and crisis 
management reporting process. 
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Essential Services || Infrastructure services without | si: Weiss coils 4nd) 4a) Glass |] ALY) GLaal) 
which a building or area would be || oxi 4028!) cid Adbaidll 5) _inall 
considered disabled and unable to || ¢ “t=! 4sbesd) Glasal) andi ae 
provide normal operating services; Gerd Gapedll day ole ails 
typically includes utilities (water, a el eae) Mel 
gas, electricity, la ch eat oar age ‘ oa 
telecommunications), and may also a 
include standby power systems or 
environmental control systems. 
Estimated Insurance policies are written based || ist) le elas 4) siSall Call Gills |] Co gueadll lust 
Maximum Loss || upon the EML — the maximum || ood! ala) ol — 4s pzadill 5 pall 44 2aaill 
amount that can be claimed against Jalal clo le Allbdl oSe ll 
an insured peril. Were (jl) 
Evacuation The movement of employees, | CG Calsteclls ols is cut gall Spa ey 
visitors and contractors from a site |) 4#aie) cul GlSe ll cisall 5l/5 ad pall 
and/or building to a safe place || 4! 48lj25 S252 5 4m pb: (aan 
(assembly area) in a controlled and cual 
monitored manner at time of an 
event. 
Event Occurrence or change of aparticular || Aix. as adc gone (8 puri | dail 5 Cia} 
set of circumstances. 
Exclusion Zone_ || Boundary line of an area or zone || 4@bial 5) GlSall Usa gage La | Aly jad! Adbid) 
that is controlled by emergency || «so! sbi) Clears 46 50 Jb Ye 8 yJaall 
services personnel, and from which || v= UalAY! cle Ulyda pha Alls 
all unauthorized persons are | TU assy Aste} Stil eel C_paull 
excluded for a period of time obs 3) slall Silane 
determined by emergency services 
leadership. 
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Exercise Activity designed to execute | 4 Ics) bbs ail per bhi On aill 
business continuity or disaster || axis Coll Ge flail) dlc! 
recovery plans and evaluate the || CUebedl 3! jules cle ely eloYl 
performance against approved ae Ce ae PS Cpl bacieell 
standards or objectives. Process to | Use! els! Gusts Aum sless aut 
train for, assess, practice, and peat as alata eee 
improve recovery performance in 
an organization. 
Exercise Auditor || An appointed role that is assigned to || ¢lasll cre audi adile le ads slat | Cy yLaill gis 
assess whether the exercise aims / || <tgilésgines shdidl Ql Ghat 
objectives are being met and to AS ies qirrall Cid (8 Laclal 
measure whether activities are || O) -JteY! died Guelidl Gala sy 
occurring at the right time and tc pail Cite Ge Cl ylaaa jah call al 
involve the correct people to Ose Sts eee ame 
facilitate their achievement. The Aas Nea ee) sae aa 
exercise auditor is not responsible 
for the mechanics of the exercise. 
This independent role is crucial in 
the subsequent debriefing. 
Exercise The person responsible for the | .cgoteil wat GUN Ge Spee edd |] Cp ylaill Gute 
Coordinator mechanics of running the exercise. 
Person responsible for planning, || S85 bybss ALi) ye sie Gadd 
execution, and evaluation activities Ca teil! att g 
of an exercise. 
Exercise Observer || An exercise observer has no active || 4) dela 559 4) Gal Gale Gil ys |] Gall Gill 
role within the exercise but is || si) Gere opens Lal ¢ Gy pill 
present for awareness and training ills 
purposes. 
Exercise Owner || An appointed role that has total Ox ail cll, 


management oversight and control 
of the exercise and has the 
authority to alter the exercise plan. 


Ge Magy Gps) lat jal Ags 
ca sill 
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Exercise Plan A plan designed to periodically || ees sos!) ausill Ual (ye dane Abd |] Gy pill Als 
evaluate tasks, teams, and || Bhs (2 Aisull Glelayls Gills 
procedures that are documented in Lgiclas Glace] Slee Y) 435) cine! 
business continuity plans to ensure 
the plan’s viability. 
Exercise Series of exercise events designed | cla sll saeall cy pail Glas! Gye de gene |} Ce pill acliy 
Program(me) to meet an overall objective or goal. Adlal! GlasY) 5) Gldaginalls 
Exercise Script | A set of detailed instructions |} Cat sill Adaaill Gladedll Guede gone] Gy pill Gai 
identifying information necessary to || Gs ,4» dill 4e DU) Gils gleall 
implement a predefined business |) Yi! 48ss< Jee! 44) a! lee 
continuity event scenario for enill Galley alls 
evaluation purposes. 
Expense Log Record of expenditure enabling loss || ji4s8) angi cis all Gilby poral! aus Staal) Jas 
assessment and adjustment Aa SYN 5h Anal sll cade Ug gust g 
following an incident or crisis. 
Exposure The potential susceptibility to loss; |] 5) « ileal ¢ 85) Aleinsl) <uLtall vail 
the vulnerability to a particular risk. Jalal) Gar ala! Cowal! 
ExtraExpense || The extra cost necessary to || 4s) il Ast 4s DU! ALY) Glaaill f AgdLa yy!) Olsaill 
implement a recovery strategy » Ll) agd5 5l/ 5 aleill 
and/or mitigate a loss. 
Facility Plant, machinery, equipment, || G\Sbedl, Glare; GUY!» Glas ll Gill 
property, buildings, vehicles, || Glesleall 4ekaily OLS pall s ilull s 
information systems, || -s# co Wnts CDLLal gall Gil yey 
transportation facilities, and other ae ee J) Apadll aan 
items of infrastructure or plant and | 28 425 3! 4&5 ee Herne 
related systems that have a distinct a i 
and quantifiable function or service. 
Fallback Another (but less popular) term for |} .Jad) 5! Saad) iy ail xe clans 2 sall 


alternative or alternate. A fallback 
facility is another site/building that 
can be used when the original 
site/building is unusable or 
unavailable. 


A) ses) xe 8 Cesll Goll 
on ase! Cy Sa Lente aulaaial (Sa 
Ce ae! plaid Jat 
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Fellow of the This prestigious certified || 4350 pally drcinall Lilell 4) corel) Asi gre x0 5 
Business membership grade is the highest || © 22% 59 G&vinell dare as] Jee YI 4 | cial 
Continuity obtainable, and is designed for | Clete! agl Ges « iS) 5 Ol sis (10) 
Institute (FBCI) || professionals with over 10 years of |) J+e¥! 4ziycisl ages Gal dla 
experience and who have made Aclinall y 
significant contributions to the BCI 
and the industry. 
FEMA Federal Emergency Management || oY 4atYl 48: Yl Alls sll lag 
Agency — the US agency responsible || Gle5YI Ge Alsine a5 «iso! shill 
for responding to wide area col sll GUadll IS (sj) shall s 
disasters and emergencies. 
Financial Impact || Actual or potential losses incurred. Aleincll 9) saSial) Aaledl) slsdl) cella SY! 
First Responder || A member of an emergency service || sills 6.) sbll Glass ail clcciaal |) SsY! Gupta 
who is first on the scene at a ABs GISe MN Yosh at 
disruptive incident. 
Floor Warden Person responsible for ensuring that || 44S eA) Glas ye JSsied) pedi! | Gitbll oat) 
all employees, visitors — and || eas! Gs al slealls «) 5 5Ils «cyte gall 
contractors evacuate a floor within awe 282 Gas Gil shall 
a specific site. 
Formal Debrief | A discussion held within weeks of |] «ce p<ll Ge Ge sel JK pg UHH |] daeus I) ALLY! 
the exercise, addressing the wider |) GUsil) le Apayaiil) iluall J slits, 
organizational issues that identifies » abeill Gad wast as aus 
learning opportunities. 
Full An exercise that simulates a || 4 y)y<iul Glas! ¢ oy Slay Gadi |] / ALASt 4a, all 
Rehearsal/Full || Business Continuity event where || s) tied) Glee! ibs Gus dle! || lst) Lis 'y! 
Test the organization or some of its Cai) JUS! sin Ugilan 5 Ge ba5 5 
component parts are suspended 
until the exercise is completed. 
Full Scale A full-scale exercise simulates full || JtSt) plasieyl (Slay Geli Gaye Dela! Gg pill 
Exercise use of available resources || Les (AebYl5 4; cull) Aatiall 25) gall 
(personnel and systems) prompting BUR! ALSGY Lats leill ol) ada 
a full recovery of business 
processes. 
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Functional Testing that verifies that an || cle Jeri bas oll Shee! (yo seni jlis) || aba ll Cy pill 
Exercise implementation of some function eal sail 
operates correctly. 
Gap Analysis A survey whose aim is to identify the |, Gulbis cy 5 5 pill gaat QM Caagy eee |B gall ls 
differences between BCM/Crisis || So! sSl) slals Jee YI 42) cial 3 lal 
Management requirements (what (Ao 5! Ais sail) Glatial ) 
the business says it needs at time of 
an incident) and what is in place 
and/or currently available 
Good Practice _|| A guide to global good practice in || (8 sual) Aubsall Gls ladll Ge ih jaLS 5) 
Guidelines Business Continuity. The body of || 4¢ 5x25 «SleeY! Any) yciel les |} Saal! Gls Ladll 
knowledge produced by _ the || 4 v)o<sl sexe Ge 8 ptlall aed 
Business Continuity Institute. lee 
Governance, Risk || GRC is the umbrella term covering | cla.e« lies pbladl, 44S jal) 448 gall 
and Compliance || an organization's approach across | & qd stéiall 4: lds ads aol alll 5 
(GRC) these three areas. 3 YL! SHY! 5 
Grab List A list of items that individuals || 38! 38Y! le ash ll a pill Ll 2 stall Anil 
should take with them prior to sinall 6215! UB gre 
evacuating a building. 
Hardening The process of making something || 4sslie5 Ls 3S) clad) Gea dake asa! 
more secure, resistant to attack, or AsLaa Jil 5] Gleagll 
less vulnerable. 
Hazard A source of potential harm. Jainall wal) jres esl! 
Hazard Process of determining, for specific || 4dlein'y Aime (SLs) Gpore-ayiad dale DUBS YI asi 
Assessment areas, the likelihood of the || Cars oat Aleine sla jal 5b J pan 
occurrence of potentially-damaging brim Azie 5 BH U pent (of 
phenomenon of given magnitudes 
within a specified period of time 
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Health and Safety || The process by which the wellbeing || 48S olay 5 4xce Agleas Glas Apher || deDtull ; daca 
of all employees, contractors, || Aces ls ills «coal slealls «opie gall 
visitors and the public is 
safeguarded. 

Herd Immunity || Resistance to the spread of an|j Gi 4pedl GaleYl Lith 4s plas] Aucleall dclidll 
infectious disease within a || Gs 52 5a.5all Retell ie ea cee) 
population that is based on pre- 6) ele UalaSY! Ge 8 yuS Anal 
existing immunity of a high Clap bill ) Abba 
proportion of individuals as a result 
of previous infection or vaccination. 

High-Availability || Systems or applications requiring a |) 5 sise Ge sind (AN Slab) oY) | La) il ill 
very high level of reliability and Al silly Agalaic YI Gyo (lle 
availability. 

High-Risk Areas | Areas identified during the risk || asi DE asst Gos Gall Gblidi || alle (SLY! 
assessment that are highly | esi Ceol) sand lal Cle bladll 3) sbll 
susceptible to a disaster situation or || G> Gi Ged) Us 3 5) GUS 
might be the cause of a significant Bazasill S51 5S 
disaster. 

Horizon Scanning || Systematic examination of potential || Uevills Glaagall Gage Gand BAY ease 
threats, opportunities and future || 8 (il) Asics! Gl) shill, Aleinoll (shined 
developments, which might have || 244! alb 935 5! Bane shlas al si 
the potential to create new risks or {glad Sa1mall 
change the character of risks 
already identified. 

Hot Debrief A discussion about the issues and B piles JE! gills Siloall Sga Kila fj label) abla yI 
concerns held immediately 
following an exercise. 
Hot site A facility equipped with — full | Ags) GLUaial) Yalss o jgacall ail pall ff GLU aS gall 


technical requirements including IT, 
telecoms and infrastructure, and 
which can be used to provide rapid 
resumption of operations. 


eV ctly veilagheal Agi ah Ly 
aes Ss bat) ileal) GLY 
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Hot Spot A limited geography in which a large || oxS 21¢ Leglalars da 5aa0 dil aa Aad |] GALA are gall 
number of people have tested) 3) Larda Qyleaall Galt! 
positive for a disease or virus. 5 all 
Housekeeping ||The process of maintaining | %o8Vl5 45 Glel ja! cll dale |) As tall ada) 
procedures, systems, people and sal dls (4 Lhall, 
plans in a state of readiness. 
Human The ability of an organization to |) ley pie dates aor cle slaidl 6 08 || co gill Ay y) pou! 
Continuity provide support for its associates || 4: !o<iul Asla ¢ shy UH aglilse s Alelel| 
and their families before, during, | ees Klaal leans clas Jee 'YI 
and after a business continuity Pe m3 
event to ensure a viable workforce. 
Human Threats | Possible disruptions in operations || 49¢8 Glled! (4 Aleindl) GleUasiy) | 4. 4d) Sloagell 
resulting from human actions as | 23 Goe Lex clay dll Sheil 
identified during the _ risk ela! anti Gee 
assessment. 
Human-to- A passage or transfer as of a disease |) «AY Uad5 Cys U2 pall Stet og) yg ys |] dl On SY 
Human from one individual to another. An _ dee GS yo lil Hale gl 
Transmission incident in which an_ infectious 
(HHT) disease is transmitted. 
ICT Continuity | Capability of the organization to || GeieYl, lxbadl le aiid) 3 af |] Aust ay) pci 
plan for and respond to incidents || Io<ie! Ja! Gs GleLhaiy!, Gal sal Cale sleall 
and disruptions in order to continue | CYA) 5 ls sleall Ayia Glass aaa YLaiyl s 
ICT (Information and O.sitall (5 ginnalls 
Communications Technology) 
services at an acceptable level. 
ICT Disaster The ability of the ICT elements of an | Gls sleall Audi de gbie jolie 3 af |] le 3) Ge (ile 
Recovery organization to support its most | 4sesill algal aca le GLa y |, || Gls sleall 4:85 
urgent business functions to |) 2 CS Alda) ly sisvell) dale!) Glatt, 
acceptable levels within a pre- EUR! Gade aysaill Abus Ayie 5 
determined period of time 
following a disruption. 
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ICT Disaster A clearly defined and documented || tanY ¢ p25: d2ane9 Ay sie Abs ceili! Alaa 
Recovery Plan || plan which recovers ICT capabilities | Se GYLatY\ 5 cle lea) 48h Oa) a8 Agi OL I 
when a disruption occurs. le Uaaiyl & 98s Cale gleall 
evil, 
Impact (1) The effect, acceptable or |/ CIS lye alii) (le Adalat! j-(1) oy 
unacceptable, of an event on an JY al Y pide 
organization. . P 
ta are associated with a ae ee eee et) 
, ae 8 ll yg yay BLaLall cle is >) shall 
disaster or emergency situation 
over time on an_ organization. 
des Ales Viale) Auilgill ALuasell) Gil ge 
Evaluated consequence of a each 
particular outcome. 
Impact Analysis || The process of analyzing all | Cuts s dgedill Acs) aals alas Alec PY! Jala 
operational activities and the effect eal) jus 8G gas 
that an operational impact might 
have upon them. 
Implementation || The Technical Practice within the || sla) sax 3599 JA Asal) 4s lal dill 
Business Continuity Management | G22) esti lll Glee Y! 42) cial 
(BCM) Lifecycle that executes the | HJ cli! lgle aiid! Glas! ey! 
agreed strategies through the Jae Y) 44 | yous) Abad lac) 
process of developing the Business 
Continuity Plan. 
Incident An event which is not part of | 8 4pshsll 4betall Ghlell ¢ ls dail, AGstal 
standard business operations which || Gadd) (4 ¢ Uasil Gud I il Ld oS 
may impact or interrupt services ABMS ol) YL Gar (of 535i I 
and, in some cases, may lead to 
disaster. 
E89 ll Gos Bol Ll GCSy Alle 
Situation that might be, or could ABMS 3} sal gb 5) 8 ylad 5 ¢ Unit 
lead to, a disruption, loss, 
emergency or crisis. 
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Incident Astandardized on-scene emergency || sy! sbI) GYK s)sY Gols ahi Balall allai 
Command management construct specifically || Wei WS o sS oslac! ss lth cle 3 yb s 
System (ICS) designed to provide for the | etal) Gblbies Glagei Sey SlSie St gall 
adoption of an __ integrated | Ys!) 2s Gils j slats Col gall |! 
organizational structure that Aglazill 
reflects the complexity and CHES pally Calaeally Gil yall do game 
demands of single or multiple | cys dll GYLai; lel, 
incidents, without being hindered |) sclusl 4i 5S 4g pa cas ge peat Ja 
by —_ jurisdictional boundaries. |} sl sal) ¢ 85 elit! 25) gall 8 la) Cle 
The combination of facilities, 
equipment, personnel, procedures 
and communications operating 
within a common organizational 
structure, designed to aid in the 
management of resources during 
incidents. 
Incident The process by which an|/ cle Wiypbues lita) Aleta Aghe || Gol all ola 
Management organization responds to and || SS 3! lela! pladiul pc Col gall 
controls = an incident — using 6) shi GY 
emergency response procedures or 
plans. 
Incident A clearly defined and documented |) e2Sie5 ¢ pa 3 b2tm0 y Adi ge Jac Abd 3 la) Alas 
Management _ || plan of action for use at the time of || ce Bele Seitis « Gal gall ¢ fy ric C3) sal 
Plan (IMP) an incident, typically covering the || “isels «castle Al 
key personnel, resources, services agit] Aa glad) lee Vly «claall, 
and actions needed to implement re a ae 
the incident management process. 
Incident A Group of individuals responsible || !e) Ge Cal sisal ai 8Y) Ce de pane sla! G8 
Management _ || for developing and implementing a || Co! sa! 4.4.50 4LeLall ALAN) gusi g C3) gall 
Team (IMT) comprehensive plan for responding | #&sss« c+ Guill UsSts cc Uae) 


to a disruptive incident. The team 
consists of a core group of decision- 
makers trained in incident 
management and prepared to 
respond to any situation. 


cle Oy dal) Sill gle ao pola 
cal Agal gal slartal (gle y Cul sal 3 pla! 
OYball Gye Alla 


Business Continuity Glossary & 


Terminology (English — Arabic) 


(39) 


By: Yahya M. Al-Shaikhi 1% edition 2024 


Incident Manager || Commands the local emergency || (A=! co) sbi) Glilec 5S yo Sal a sf) | Gaal gall pyre 
operations center (EOC) reporting || Je! oe Sse bbl slay! g2bls 
up to senior management on the | #63 Uxi 4p. als alin! 
recovery progress. Has the agile! 
authority to invoke the recovery 
plan. 
Incident The response of an organization toa || G* Woe 5! 4) SU slakall Agata | Gol gall Olay! 
Response disaster or other significant event |) bo! ld os& 3 All nS) Gal al 
that may significantly impact the Lei yd sh Le gsie 5] Sleidll le 
organization, its people, or its ability Alay 
to function productively. 
Increased Cost of || The additional expenditure incurred || Gse saSidl) AvLey) Gldy penell |} 5.25) jl) eal! als 
Working following an incident in order to | g& AI) Jil Jal os Si) gall 
minimize the loss of gross profit. CLM! gle 
Indemnity Period || The period during which insurers |) a8: Gxstill Glga (gd a si ill 3 yall | aay gall 38 
will pay for losses following an | %2:Stell sldll ae Gey seill alles 
incident covered as an insured peril. || 244) 22 Gas sUaeall Sl gall el ja 
beale Cy pall 
Information The securing or safeguarding of all | 4sLsal) cls gleall AMS Aslan y Glace |) Apel! Cle gleall 
Security sensitive information, electronic or || ball 4S slaall LeAdld 9! Ang SISIYI 5! 
otherwise, which is owned by an 
organization. 
Information An integral part of the |) ylo¥ sldidl 4b8 Gye Ijat Ye je | GolS ce ake 
Technology organization’s BCM plan by which it |) Stet! A) Caagh lac YI App) patiasl |] Gils gleall 4 iat 
Disaster Recovery || intends to recover and restore its || Cbs sleall 43385 42 glaie A) jaf ola sia y 
(ITDR) ICT capabilities after an Incident. O33) gall te SYLatY 5 
Infrastructure _ || The total environment (real estate, |) «Csi yal) «Gl leet!) ALAS) Aa |) Agia) ad) 
personnel, technological and non- || 4:sUa«l (Asisill se 5 Apisill 4 pbidll 
technological ) needed for the BLL!) Stil 
operation of an organization. 
Insurance Acontract to finance the cost of risk. | 4s (8 « pbldcl) Calls Cy get ate Cpalill 
Should a named risk event (loss) || 8 ag: Colsall cla ibs ¢ ds 
occur, the insurance contract will pe) Gaal Ade Gye gall cM Gycll 
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pay the holder the contractual 
amount. 


Integrated An analytical methodology which || 4==!s) cle 4il§ Adist Asagie |] Ol aall Jala 
Capability considers concurrent and |} Gs Ol sige ded Ase gue gall y 4p! Sill ALaLSiall 
Analysis (ICA) contextual review of multiple |) 42+ 46S Ge Alls 3 pe Cas al 
metrics, to provide a more || “vee! eee Ue ile 5! Anja 5! 
complete picture regarding a Jue) 
particular plan, artifact, or aspect of 
the business continuity program. 
Integrated An exercise conducted on multiple || S222 pale le Gali clyal |] AbdSidll 6p Lill 
Exercise interrelated components of a|| eV! 4: 1ysiul dbs Go dbl jis 
Business Continuity Plan, typically | “b+ 23 6 Gs dls OS sale s 
under simulated operating cle wolial! al Jas aby Apial iil 
conditions. Examples of interrelated Bias gf Ua fatall Cal 121 Stal ams 
components may include pases easy) gia) 
interdependent departments or 
interfaced systems. 
Integrated Examination of a plan that || dd.) ie polic sre J slit Aba Au Wis’ 
Testing addresses multiple plan |) 4e5 cle Osis Goal lene as ALlSiall 
components, in conjunction with Agata) iil Aled Cas pb Gist 6 geal 
each other, typically under 
simulated operating conditions. 
Integrity The safeguarding of accuracy and | Lasais Spel SteSls 482 dex) ay gil) 42D) 
completeness of assets, particularly oblall lew 
data records. 

Interested Party || A person or organization that can || @33« Qs 98 A) lsd) Galas |] ls GI LY! 
affect, be affected by, or perceive | Ge Gl plies Quai cs 3 pie 4) 48>) 
themselves to be affected by a ALS 3) lial 
decision or activity. 

Interim Site A temporary location used to elal ced Sei padi Gige (lS CB 50 ab ge 


continue performing business 
functions after vacating a recovery 


asall DG) Cie Agel algal 
coll DURY) g agll ba yell ies ey 
da ad ys 
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site and before the original or new 
home site can be occupied. 


Internal Audit || Audit conducted by, or on behalf of, |} ic Gi sis Cee 5) BLLall Lea 2 gi deal po |] Aglstall deal pall 
the organization itself for | Ge We 5) SIs) gE Ul ae 
management review and _ other Lulu) JSai aby Aglalall Galle! 
internal purposes, and which might BLELe!) Gal all Atal! 4) BY 
form the basis for an organization’s 
self-declaration of conformity. 
Internal Control || All the means, tangible and || Ax 5clell re 5 Aucgelell Chile oll Aals |} Aglstall 48}_yll 
intangible that can be employed or |) ASUill Leelaaiul 9) le duct (Soll 
used to ensure that established 3) fall Gagivadls 64 sll 
objectives are met. 
Internal Hot site || A fully equipped —_ alternate || Asles Ul jens Jay lec ebye ]  GALull 25 gall 
processing site owned and operated BLaiall D8 Ga rey galall 
by the organization. 
Intrusion Automated system that alerts || 2555: 48:4!) Glade ay ol) lai |) SLuil) Lads alas 
Detection System || network operators to a penetration | Abus!) Alles Gala xe 5) sl jis YI 
(IDS) or other contravention of a security Age 
policy. 
Intrusion Automated system that establishes |) Aleimcll Gli say) jaas Qt alas || Lull ais elas 
Prevention barriers to potential network || Atul Cldlas Gyo le ye 5! ASpill 
System (IPS) penetrations or other Age 
contraventions of security policies. 
Invocation The act of declaring that an | seid) Gls S Gubi ty, pe Otel Jzaaill 
organization’s contingency || Ahelse Ja! Ge dls is yl sh!) YI 
arrangements need to be put into Ages I) Glass) 5 Gla tiell 8 9 
effect in order to continue to deliver 
key products and services. 
Isolation The complete separation from || ceSEY! Ge GY oll ge lil Grail! J5al) 


others of a person or a nation 
suffering from a contagious or 
infectious disease. Separates sick 


Ayaeall Gal oY) ye (oiled ill ylalall | 
al »Vb Gulu! J je ab Alu 5! 
welace (ye Jase dyaeall 
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people with a contagious disease 
from people who are not sick. 


Journaling Remote capture and storage of || cle 22 te Gull GAs Gee! |] Gad) Gu 
electronic data, at a transaction || 48ub5 qty Les « baal oll Agleall 4g sine 
level so that it can be applied to an eal Seal ISH) lis YI Guill le 
earlier overall system backup. 
Just-in-Time (JIT) || Strategy whereby dependencies for || Gilet) Slat 85 Asp glial |] sancll Gill U8 
critical business processes are |) =<) Cas) Q& dapall 4gbecil 
provided exactly when required, | C>sas) 44 on 63 sla! 
without requiring intermediate Ada sl 
inventory. 
Key Performance || Benchmark measurement based on |) cle 2li: daa _yall 43 Lael! 4a; as Gul | cla) Gl bye 
Indicators (KPI) || objectives, targets and defined || 4¢Usal) pales) s laa, Glargincall Apts ll 
industry standards. basal 
Key Tasks Priority procedures and actions in a |, G2 4asls¥! GIS Slee Vy Glel yal |] Anat yl algal! 
Business Continuity Plan that must || Ga cally «Slee! 45) sia! Abas 
be executed within the first few | “bis CleLall /giléall Uda leasis 
minutes/hours of the — plan ALN Sued Ge ols! 
invocation. 
Lead Time The time it takes for a supplier - | s) Glaeell 8 sil 2) gall a 5 Gall Ca oll ay sill bas 
either equipment or a service - to eS 
make that equipment or service 
available. 
Legislative Actions within a plan that must be | Ul cle lees Gal sll ALI Sec! Caley dill 
prioritized as a result of legal, || s! 48 sid) GUb! sou (jks bt YI 
statutory or regulatory Apedaiill 5) Aral bil) 
requirements. 
Likelihood Chance of something happening, || CUS clos cLeY) Gos Allis) AulleiaY 


whether defined, measured or 
estimated objectively or 
subjectively. It can use general 
descriptors (such as rare, unlikely, 


likely, almost certain), frequencies 


Sou 44 yagi 3 Aloe og) sBadae 
alSiol 5 san gla 5) (g& guage 
wat «ali Sie) Ngdne gil dale ld yee 
ac ol (aS 56 aad «ldina «cine 
Aacels | YL YI gl cy! Sal) Gl ys 
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or mathematical probabilities. It can 
be expressed qualitatively or 
quantitatively. 

Line Re-routing || A facility provided by telephone | <i) 4usiell deal) de ghia: jeae Gaye | Lb pball aude 
service providers (Telco’s) to re- || cl) 4sacdal Lsball aay asi Acie 
route dedicated lines to backup || SY! ce Wye 5) Abad) ail gall 
sites or other defined locations. aaah 

Logistics Team ||A team comprised of various |) Gl JoY! Uid clic] sac Gyo Cally Gd |] GLa) Qa 
members representing || Ai susslls clelais al gall ay) si Abas pall Asin lll 
departments associated with supply | Uiis visil Auld 3SY! ull oF 
acquisition and material |) ce a .acal alses Udalls Bien 
transportation, responsible for Cuil gall Js IS Gill ile 
ensuring the most effective peees 
acquisition and mobilization of 
hardware, supplies, and support 
materials. This team is _ also 
responsible for transporting and 
supporting staff. 

Loss Unrecoverable resources that are || ele) sya (ill ba puuall je 3) gall ils) 
redirected or removed as aresult of | Iss sla Kill sl lees 
a Business Continuity event. Jae YI 43 5} pats! 

Loss Adjuster || Designated position activated at the || 4) 5s G85 (glad ay duende Aas |} Angad tladl 
time of a Business Continuity event || bla! (8 dacluall Glee'Y) 43) oil ial 
to assist in managing the financial | e##s «lsa) AW adlal) Glas) 
implications of the event and should | &#0+= vattall hla yal} lls A} 
be involved as part of the Sea JS Lae 5 291 
management team where possible. 

Loss Reduction | The technique of instituting | Ge = a) GUY) Gant Goll |] lst) Gp asl 
mechanisms to lessen the exposure | seu .lgies pblaall Gas¥ G2 pill 
to a particular risk. Loss reduction Aged Lrbaill cle last) Ge aa 
involves planning for, and reacting Aa JG) sla a paca g Saal gal 
to, an event to limit its impact. 
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Loss Transaction 


Recovery of data (paper within the 


dahie Jala Gly sl) GUL! soleil 


aD Label! Sabet! 


Recovery work area and/or system entries) |) s! > ill (allaill GYLA9I 5l/ 5 Son! 3a sédall 
destroyed or lost at the time of the CURE! 9) AISI & By elit) isa 
disaster or interruption. 
Major Incident || UK Emergency Services definition. |) ‘Asta. 5! (s)) sll) Glass 5 yla} Ca y2d ] s_pSI) Gaal gall 
Any emergency that requires the | Gwbi Geasii Gils UL Gi 
implementation of special |) G* 2S! 5! sls D8 Ge deals Gel a! 
arrangements by one or more of the | CaS!) 5} Golghll Glas Os 
Emergency Services, National Aglavall Cllaboall sh Astle sll Ayal 
Health Service or a Local Authority 
Management Policy and program Management || J=!«5 4 )2¥! @elalls Glu Gils yLeall 
Practices and Embedding Business Continuity || 5259 (8 44eacll JlecY! 425) cial 4a lay 
stages of the BCM Lifecycle. bac Y) 43 5! petal 3 la} she 
Management Set of interrelated or interacting || 44:\idl slit) jolic Ae pane Bay elas 
System elements of an organization to || Cebull cls! dal Ge Alelidl, 
establish policies and objectives, || Hé Gad GleljaYls Cldsginal ; 
and processes to achieve those Calas yl 
objectives. 
Manual An alternate method for continuing || 5) Glad) Site Aba 4a 5b |} 4) all Glel ay 
Procedures critical business services or || *«sbiall Gash Gite 4a pall Olea! 


processes following the loss of 
technology. 


Ads HSI 


Marshalling Area | A safe area where resources and || J) 5<) ayeail darade Aid) délic |] 5 pall dalain 
personnel not immediately required || 44> 4 Ox sllaall xe Casila yall JUaitl s 
can be directed to standby to await Al age si As alll ae, le 
further instruction. 
Maximum The time it would take for adverse || sjlall (UU 4: ¢ youll GOs pyle |) ead! onl 
Tolerable Period || impacts, which might arise as a | /GleMdl 5855 are Ge jad ab Silly | ¢ UaSIDU © paruall 
of Disruption result of not providing a ALY! elal 5) Gls 
(MTPD) product/service or performing and 
activity, to become unacceptable. 
MBCP Master Business = Continuity | Jue) ay) jcial a) tleed! || at thas! 
Professional. The Master level || Go Gt ll jo sisal dled cici Cus |} Slee Y! 4g 5) peiul 


certification is for individuals with a 


cle Csi (5) yaad Bd QS 
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minimum of five years of Enterprise 
Continuity Mgmt experience in 7 of 
the 10 Professional Practices, have 
passed both the qualifying exam 


Apes gall Ay) pais) Bylo! Slee: YI 
ote Lal fa) Gila Laall Gye gous ool 
Aula Jalil) Glial Ge JS Sbials « 
(4 Braine Balgd Analy ¢ 44d) yin 'Y) Alla 


and the Masters case study, and (DRII) 24+ 
have had their DRII Certification 
Application approved. 
Member of the || This certified membership grade is || 4:2]! (¢siee lly ualuaidl Agee pec 
Business for professionals that have at least || (03) 6 Ge Jai Y bpd ee cbacinall || Dee 4g) pedal 
Continuity three years’ experience in business || O82 dls « Jee YI 4g | pei) 8 Ol gins 
Institute (MBCI) || continuity and who have taken and || 42!) ages LS) Solas Jia! 
passed the CBCI Examination with (CBCI) Jue! 
merit. 
Minimum A minimum level of services and/or |) Ctatial 5I/5 least) Go Sa) asl | Ge 33 asl 
Business products that is acceptable to the || i¥sgiee Gaail sliidll al J pial |] 4g! cial Calas] 
Continuity organization to achieve its business cUasy) 3 8 JO ale cil) Jey! 
Objective (MBCO) || objectives during a disruption. 
Minimum A recovery strategy imperative, || ) ded) Glas jul Glistée asl |] Ge oY! aall 
Planning established by an organization, || ®) +sx50 lof, coliall ere] pic 5ll Saal 
Duration (MPD) || which mandates how long each | 481i! JS Jesil ded siall dite jl Abbadd| 
contingency _ plan’s recovery || Walsie! 8 Gol phil Abs Gare flat 
strategy is expected to endure, cg Saamall lgastll y 2 51 pall ice dai 
while relying only on resources or eae) 
dependencies identified in the plan. 
Minimum A recovery strategy imperative, | cil) dei) Glas! jul Glistie ash] Ge LY) asl 
Planning Radius || established by an organization, || =! 4:50 ooths <sliiell Lgarsi || 48) pall 425!) 
(MPR) which identifies the minimum | il! Ga) sall Asi eal 5) Go 24) Abbsdl| 
geographic range of an event that is) sill Lha le Opty 
its contingency plans must address. 
Mission-Critical | (1)A critical operational and/or || ac> s\/5 4eecal) Glibeal) AL) (1) | 4a pall ALY) 


Activity 


business support activity (either 
provided internally or outsourced) 
required by the organization to 
achieve its objective(s) i.e. services 
and/or products. 


cel Ugdlaw) Gaal slate) Gye Ay glball 
la tiall gl/ 9 Gtarll 
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(2)Activity determined to be 
essential to an organization's ability 
to perform necessary business 
functions. 


3 yaal 44) 9 wall 3) yall 4b! (2) 
Jabetil) Glbell lol Ge slid) 
Aguila 


Mission-Critical || Applications that support business || 3! sid) 4LGY declall Glanbill |) 4a a1) Glahill 
Application activities or processes that could || OY «oldie! Gash Kills igilbe 
not be interrupted or unavailable Ca pic 5 dary) Baal Lei i! ge Ua 
for 24 hours or less without) -@ seS slau! G2 2 il 5! dela 
significantly jeopardizing the 
organization. 
Mitigation Refer to Risk Mitigation. " plaldal) add5" Cay yt hail asl 
Mobile Recovery |] Transportable Operating |] 4288 g4)_po: b jgae Aldine Alati bray |] aiid! inal) 
environment complete with office || e&sell 64 easiy 253 Apidi de ghia s 
facilities and technology that can be Bjge 9 88 (of Gull 
delivered and deployed at a suitable 
site on short notice. 
Mobile Standby | A transportable Operating || Os le sales Alain Aghaci sary 3) slaaall 


Trailer environment, often a large trailer, | Gus badd (Se canal bu8 3) shies |} lati) AubLia 
that can be configured to specific || He alaseol fleill Slike elias! 
recovery needs such as_ office ISI je 5) Sail GSI jy 5) AptS< 58! ys 
facilities, call centers, data centers, eal aah 
etc. 
Mobilization The activation of the recovery |) séidl 4.olall tote! Ghhe Jai perexi 
organization in response to aj ls e shy ore! Minit als, 
disaster declaration 
Mock Disaster || One method of exercising teams in || soaz Gus Goill Gai Gob asl || Ape i ds 5) 
which participants are challenged to || Jc! asst A GSobeel) Lis! 
determine the actions they would |, «1S syle 94 Wass Gal sl 
take in the event of a specific 
disaster scenario. 
Mutual Aid A pre-arranged understanding || & 2! 5S! 5) Gaige Ga Gases aaldi | 44 geal Alas) 
Agreement between two or more entities to aed guar coll U sell AS _jiccal) 


render assistance to each other. 
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Network Outage |/ An interruption of voice, data, or IP || UsSsis_y2 5) Ctl! 9) i gual ¢ Uni) 4Si5)) bari 
network communications. Ags SSIY) ASual) GYLai! 8 CH bY 

Non Compliance || Failure to fulfil an agreed | Cd sill.) Glilbicds cla ll Ge Cala Ste! are 
requirement or expectation of a | 4: 0)o<iu! sla) wel gle gil 
BCM program. Jee! 

Non Conformity || The non fulfilment of a specific || Ais! 5 d2rxcI) Gib! ASYL cla ll are 4aiUaal! arc 
requirement defined in a standard, || s) Sisal) Gls leall 5) juleall 4 
documented practice, agreed lag Sil) Ugale gtiall Glel j=! 
procedure or legislation. 

Offsite Location | A site at a safe distance from the |) stsY! ai gall (ye diel diliue cle pigs |) ca lk aiige 
primary site where critical data || s! 48s 8STY!) 4a pal) Gbbull a8 6 585 
(computerized or paper) and/ or |) ‘bets! oy Cus Glaeall 31/5 (48) sll 
equipment is stored from where it | «= Allard) ala ¢ 985 sic Lalor! 5 
can be recovered and used at the | 724!) s! CUUsl asa ate 5! oat Alls 
time of a disruptive incident if Ae Sell! 
original data, material or equipment 
is lost or unavailable. 

Off-Site Storage || Any place physically located a || 44 G5M5 Qty ebsall Ge ae I |} Lal os 
significant distance away from the |} 3! 48s!) 43 sl) 5 45 pucball GDL! 
primary site, where duplicated and Als ye JAS (Gland 5/5 Ady SIN 
vital records (hard copy or agile! 
electronic and/or equipment) may 
be stored for use during recovery. 

Operational The demonstrated and repeated | sical! 4pu5 pl) Apaaiil) Glas oll sab |] _Lectll 2 penal 
Resilience ability of key business units or |] sl! 5! list) cle 3) Sally dia pull 

processes to maintain or return to all cide Al ysdal Aah cell AIL 
an acceptable operational status 1) $I 5) Allaral} Ass} gall 
after exposure to disruptive or 
disastrous events. 

Operational Risk || The risk of loss resulting from || 5) GleloaY! ele sylsst) Shs | aibeci) jbladll 


inadequate or failed procedures 
and controls. This includes loss from 
events related to technology and 
infrastructure, failure, business 
interruptions, staff-related 


Asalill esl 4aLS| pe ds) guzall 
de glaiall Gal ge Qe desl) AG Jaki, 
g) CMAN gh Aviat) Atal) g) Aon gl iS 
Sliie g) Aged) Glybeall ¢ Laas! 
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problems, and from external events || Jie 4a LA! Gal gall atlas 5 «cyte gall 
such as regulatory changes. Ayla! Ol pail 
Operations Process, practice or other actions | G« Woe 3) Gls jles s) Chie |) Ashes! 4) oll 
Control that assure management outcomes. || .2v!"¥! Calas! Gs iS a) Jee YI 
Operations Scheme specifying the approach, || 4l2Y! oalielly qeill quasi Abs |] becil) Lusi 
Planning management elements and Slava! 3 ja} (gf Aordinvall 251 gall s 
resources to be applied to the 
management of the organization. 
Orderly The actions required to rapidly and |} s\/5 Classi) Gaeil 4; gllnal) Gilsleall || alaiall Slay! 
Shutdown gracefully suspend a _ business || st3! 4xzps5 Able 5) sua PUNE] 
function and/or system during a Alara!) Cia) yal 
disruption. 
Organization A person or group of people that has || GsSlia: ala) Ge 4c pons 5) 28 BLaiel) 
its own functions with |} Gi sicall 48S agials Ahad laa 
responsibilities, authorities and || G&=! 4 j2Ul lek ; Steely 
relationships to achieve _ its Cilae yl 
objectives. 
Organizational || The combined assumptions, beliefs, || ails Clasinalls Glebadl de pene |] Anus gall Aalsill 
Culture values and patterns of behavior that || 4) Gy “Sibel! glut) caleis 
are shared by members of an || % e@ Gi QA 4a bil 5 alti) 
organization. The way in which an Legh ALeLal) Aasll 5 3 gull (58 [eile g 
organization views itself, its place in 
its market and the environment in 
which it operates. 
Organizational || The ability of an organization to | 4xSioUl Gl jyeill absi alauall bab |] Apu gall 45s pall 
Resilience anticipate, prepare for, andrespond || Je Yiy5  Agladl = GUI nays 
and adapt to incremental change || -2425¥!s ela! Jal ce kd YI 5 
and sudden disruptions in order to 
survive and prosper. 
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OSHA Standards || OSHA standards are requirements || ull 48; eV! Alls ll) LE SY! Gules |] Lag jules 
for employers to make safety and | e56 Slbl idl 2 (Apigall 4acoll, 
health policies for their workers | ts) Glee gubi dell ob! 
necessary. As for specific standards, || 00> Lal agate se (gle Ancol; 
OSHA safety regulations require Ladle) blots aii caaal} yleall 
that employers are responsible for ce Cal) ace al vl 
safety in their workplace. These ae ce a 
standards may vary but are all ee nae sal 
Oalelall Alea le 
common in that they are set to 
protect workers. 
Outage The interruption of automated | 4a) 5) dicigell dated! dela Shei auaill 
processing systems, infrastructure, || Clee! 5) sailed! Gbeas} gh Asal 
support services, or essential |) © Gs SB Gilly teed) Aula cl 
business operations, which may || © Si! Glass! aati gle slaidll 3 a8 
result, in the organizations inability 5 
to provide services for some period 
of time. 
Ce cgi YD Sle dle) 38 
A period in time when something is eal) 
not in operation. 
Outsourced Those processes that are performed || Aauls: WS 5) Lija Sadia Gilead) |) saieall ALG! 
Activities by, or in part by, a third party. oll 4 yb 
Outsourcing The transfer of business functions to |} Cl yb 3) 90 Al Ade cil algal Jai agai 
an independent (internal and/or (ose rt 5) (lS Ia) Jatin 
external) third party supplier 
Pandemic A pandemic is a worldwide spread || @ U allel 28 Ga pe LA) Atta daitall 
of a disease. This is a higher order sligll Ge leludl 4S) 5a 5 
of magnitude than an epidemic. In CNla ayia shy idill 
other words Sole aii gill ge Bail oer 
e an outbreak is the occurrence jely oNle gas xual « 
of disease cases in excess of what's coral el ce aligiall (ya SI 
normally expected |] 4. ails Sasi yall ut lull I 
e an epidemic is more than a sina) (4 GLA Gs lee 
normal number of cases of an Aabidll 5! 
illness, specific health-related 
behavior or other health-related 
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events in a community or region 

¢ a pandemic occurs on a wider 
scale than an _ epidemic, and 
immunity does not exist 


SI aa ole (23 Astle e 
gi sage Vs colasll Ge 


Pandemic Plan || A pandemic plan is a documented | sis) bbs (jacoti digs Arad ul | Agila, Abs 
strategy for how an organization |) i ¢ x85 sie ALY) GLa 5a gil cl sal 
plans to provide essential services OS Cerhs Apedl Galo els 
when there is a widespread Galati (SI AglS da ja 4a je Aba 
outbreak of an infectious disease. | OY! Gs +15 42m @ Ailey 
Pandemic plans should be cole es aes 
sufficiently flexible to effectively 
address a wide range of possible 
effects that could result from a 
pandemic. 

Peer Review A review of a specific component of || Aaul 5: Ubal) (8 sane jac deal yo 48s dbs 
a plan by personnel (other than the || Gos (algal! 5) clllall lac) (pila gall 
owner or author) with appropriate Age edd) Anal] 4a jad) Siig 
technical or business knowledge for AglLais! 5 Lgi8a ye Ganill 
accuracy and completeness. 
Performance A measurable outcome wluall ALU Gln jan clay 
Performance A process of determining algal Abba gill (24 Cul) Aylee ela! aus 
Evaluation measurable results. 
Personal Personal protective equipment, || - 4xeadal) 4leal) Glaee claiy) ai || Agleal! Glare 
Protective commonly referred to as “PPE”, is || o* Jill — "PPE "2 lel jens ere scevil 


Equipment (PPE) 


equipment worn to minimize 
exposure to hazards with the 
potential to cause serious 
workplace injuries and_ illnesses. 
These injuries and illnesses may 
result from contact with chemical, 
radiological, physical, electrical, 
mechanical, or other hazards. PPE 
may include items such as face 
masks or coverings, face shields, 
gloves, safety glasses and shoes, 


cot Lgusd einall Lbs Go pill 
chard) YiSs (68 dads Gal poly GLb! 
dsl Capill Ge Si a i, 
eld) gf Auch!) 4nY) 4) cAutlaSl 
ASatSrell 5) Ag peSIl 2 sill 5) Agata 

_JUBRY! cys Le pe) 


idan gl) Giged) 4) Aad Clana) Laat 
oh Ua zi) Cul jLsall zi) ‘Aa ll uals 3 
z) lala Ayan, ol jal , 40>! 
Beal gl Acdual) ld gall AY! Ashe 
ALS phe Zall gl cyt 
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earplugs or muffs, hard hats, 
respirators, or coveralls, vests and 
full body suits. 
If PPE is to be used, a PPE program 
should be implemented. This 
program should address the hazards 
present, the selection, the 
maintenance, and use of PPE, the 
training of employees, and 
monitoring of the program to 
ensure its ongoing effectiveness. 


Ya gh el jacall 3) «(5 4 gS!) 
ALLS asa! 

alka! AA (8 acl A Qe 
uaa) J slits Agee 4yleal) Glaze 
(gitlweay Clore) Lidl, cba. ga gall 
AuBl po y Cute gall Cy pai ae clgaladinal 5 
Abed) pcal Gye SE geal ull 


Plan The management process _ of || 42| ois) Lha (le Abilaal) Aile |] ball (po 
Maintenance _ || keeping an organization’s business Alled 5 Abtae BLiiall sal Slee YI 
continuity management plans up to 
date and effective. 
Policy The intentions and direction of an || es cl~aall Uilgasig slaudl Lisi Auluull 
organization as formally expressed Label Lei lal Sb Gye Lee 
by its Top Management. 
Policy & Program || The Professional Practice that || 4d saaadl Agigall Aas lal! |} ali jay Austins 
Management || defines the organizational policy || JseY! 4:5) yciul 4b yall Apu pall a yiay! 
relating to business continuity and Leh pag Auta) oth Gubi Ads s 
how that policy will be Avloeiul Bla} qaliys elt Lassi, 
implemented, controlled and tee} 
validated through a BCM program. 
Post Incident A continuity and recovery strategy || a: Gus (dleills 4p) pce! daa) il |] Cae ay) sill 
Acquisition where resources are provided |) 25353 4% Ol sal) cide 2 9) gall ad gi Saal sal 
following an incident at short 
notice. 
Preparedness/ || Activities implemented prior to an | ce Glsall ¢ by Ub Saed! ALY! / Jaa)! 
Readiness incident that may be used to || 25=35 Sales & Ueladinl al 4a plall 


support and enhance mitigation of, 
response to, and recovery from 
disruptions. 


Ce piled 5 AL aGeY! 5 Aas! Sle! jal 
ob) hay 
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Press Conference || The provision of an organization || (8 Usta%e 5) Grsie Guety BLiaiall old || dae yal ge 

spokesperson(s) at a specific venue || 4e¥! 5) Gla! adil Gls 4! Stal 
and time(s) to brief and answer any || -e2©¥! ibe s i jbadial 5) Ala! cle 
questions or enquiries from the 
media. 

Presumptive If you have a positive test result on || Vass sic Ayla! dail) Guls alla (4 |] ne Alay! dati 

Positive an antibody test, it is possible that | 42! Seinell Gad « Salieall plus! 3aS y0 

you have recently or previously had | 4S .l&ls 5! Id 5 Vaz odutll 
a disease. There is also a chance | *t=¥! Aas Gs Go) Leal Jain, 
that the positive result is incorrect, Apgiill GIRS (gaudy agra ot 
known as a false positive. Adblat 4ylesy! 

Preventative An action taken to eliminate a] Gc ye 4) Glaigdl UGY eljal |] ale sll clay 


Action 


threat or other undesirable 


situation. 


Ay sé all ose glia shIl 


Preventative 


Controls aimed at deterring or 


Cash gall g gy ade coll Agel sll Lau) gull 


Ai18 oll yashaill 


Measures mitigating undesirable events from LRU! Go Cadi } Ay ge yall rc 
taking place. 
Prevention Countermeasures against specific || (ills s:2xl) Glaogeall solinal! sla 4414 sll 
threats that enable an organization OUI ase) gal Ge slike! GS 
to avoid a disruption. 
Prioritization The ordering of critical activities and | Geo Welsis 4a yal) ALG) Gs 4 gl sil 
their dependencies are established | JseY! le Liv! isi als 
during the BIA and_ Strategic- || bbs Geb «badly! Lbs, 
planning phase. The business || eJU! asi Gis oa?) Ay ylocial 
continuity plans will be Coal yall & gy Cady 
implemented in the order necessary 
at the time of the event. 
Prioritized Activities to which priority must be | Gie Aad) (8 Aa YI OR AbSY || ob aLay 
activities given following an incident in order La 6) aid Ages Gal gall & fy 4a sl sl 
to mitigate impacts. 
Probability The chance of a risk occurring. halal! G gas Uo i dullein'Y] 
Procedure Specified way to carry out an JaLGill aii] grams 4a ya lela 


activity. 
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Process A set of interrelated or interacting |) 4lctéiell 5 4s) jal! ALG) (ye de pene Albee 
activities which transforms inputs to le de (oll Gaal) J ga5 ill 
outputs. 
Products and Beneficial outcomes provided by an | cal! bLatall Cpe Anabel) Andldl! Cla jac! Slatted 
Services organization to its customers, Asigall lgalls (siliall s ¢ deal ileaall's 
recipients and interested parties. 
Professional The activities that make up the six || Ge 4uull Jalal) 4280) ALG) |) Angell Ls Leal! 
Practices stages of the BCl’s Good Practice |) G& so-ball- baat) Gls pled) GisLs | 
Guidelines BCM Lifecycle. Aatdinvall s -Jlec'Y) 4,5! pois ages 
Glas Y Ay) yaad 8 lah 838 
Program An ongoing process supported by |} cel sll pails Al peal! y 3 poiuall Cleat! wlll 
senior management and adequately Uylell B Jay Baslive y acl 
funded. 
Public Sector __|| The public sector is that portion of || ad) Ge cja 98 bell glbill alll ¢ Unall 
an economic system that is || CUsbul Abuls: laa) calalfy! 
controlled by national, state or || 3! Ghudl 3) GLY sl 5) 4th sl 
provincial, and local governments. Aglaall Cle Sal} 
Qualitative The process for evaluating a] cle #y Ghee Y! Glass eclol andi) © sill ay 
Assessment business function based on] ce Atel gobi Ys clbadtull 
observations and does not involve | = base Sid db cli YI 5) jplaill 
measures or numbers. Instead, it | ‘* eu! 4038 : Sie) Ayko ll Cilall ells 
uses descriptive categories (e.g., eal Gay heal (Api) CLUbial 
customer service, _ regulatory sigeapl 
requirements) to allow _ for 
refinement of the quantitative 
assessment. 
Quantitative The process for placing value on a || Jc Y) Glas Abd! 4nd Cue Sl all 


Assessment 


business function for risk purposes. 
It is a systematic method that 
evaluates possible financial impact 
for losing the ability to perform a 
business function. It uses numeric 
values to allow for prioritizations. 


dah Gay blac! ane Galley 
ela Aleinll Alla! UY) audi! dia gis 
Abe gill Glee) clai Gle 3 ail ad 

spas ded pl) aul adit g 
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Quarantine A state or place of isolation for a || Csblladl Gul galls) Gals! Sje |) anal! jaa 
person or animal who has been || O «g2% U2 4 agile! paid! 5! 
exposed to or diagnosed with a || --eSo> iwtis oseeall ue paola! Jal 
contagious disease to separate and 
restrict movement among the 
general population. 
Reception Centre || A secure area to which the | x Gear! elgY aicge dabin |] lainy! 3S » 
uninjured can be taken for shelter, | «eel 4a!) GLY) assy yilunll 
first aid, interview and | Cs) dsm Ueatsiy agilalll ast, 
documentation as appropriate to ei Dball uae 
the incident. 
Reciprocal Agreement between two |] G* Gric gene sl) Glide Gy Aglal || agsLall 4glay! 
Agreement organizations (or two internal || s!/5Clsecll Ol (Agstall Deal! Glass 
business groups) with — similar || bes S251 sl) fled ity Lay ABLeall Ayal 
equipment/environment that SIAM ah se os 
allows each one to recover at the 
other’s location. 
Record A statement of results achieved or || clai GLi) Uso 4) 3 jaial gills oly Jausll 
evidence of activities performed. ALG 
Recoverable Loss || Financial losses due to an event that || GS cells Gal gall ela Aula) ileal) Abtal) tlsat) 
may be reclaimed in the future, e.g. || Gob Ge is «itive! 8 Les Alaa abou 
through insurance or litigation. Aglaall og sleall s) Gaelill GIs 55 
Recovery Implementing the prioritized || sleY 42s) 34) GI GleljaY! Gubi cil 
actions required to return the || DecY! Glass sailass  Clyleell 
processes and support functions to || G8 chest Sls) ol J pea ll 
operational stability following an S931 9M 9) Sle Una! y Sasi!) GYle 
interruption or disaster. 
Recovery Period |] The time period between a disaster || ¢ ss !)_5 Go) sal & 85 Cas Apis 5II baell cgileill 88 
and a return to normal functions, |) 455 Jzet lil gale) Slee Y) ane y (II 
during which the disaster recovery 1 SU Gye (fled 
plan is employed. 
Recovery Point | The point in time to which data was || 4«43Y! sale} )/5 Sulu) ela ial AL | ela ial Ab 
Capability (RPC) || restored and/or systems were || @3sel! /saeieY! GlSs 4) Jarl! Gl Aiea 
recovered (at the designated “ 
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recovery/alternate location) after 
an outage or during a disaster 
recovery exercise. 


cli] ) Gheill GYR Ute (Jad 
ESN Gye ila yj 


Recovery Point | The point in time to which data is || 4«B5Y! sale} )/ 5 Sul) ela ial ALE | ely SOY) Abe 
Objective (RPO) | restored and/or systems are |) cL Yl 5 dheill Als cic eal! ol daagisaall 
recovered after an _ outage. 
The point to which information used | Ubu! baleial Gey (All Abul! 
by an activity must be restored to | Us! oS Leal bLial) 28 dead iall 
F \ he 


enable the activity to operate on 
resumption. 


> 


Recovery Services || A contract with an external || isi Glacl 4k 4ga ae ate |] Glad 48leil/sic 
Agreement / organization guaranteeing the || Axe) Gleasll 5) ail yall) Glaeall tle 
Contract provision of specified equipment, || +45 258 Usa (3 dle dh OS; 
facilities, or services, usually within Cileall axis ¢ Uns! Sle (4 brane 
a specified time period, in the event Aalst 
of a business interruption. 
Recovery Site A designated site for the recovery of || Glas5 glass Uerede hpe |] cla ell ab ps 
business unit, technology, or other || G+ & oe 5) Apisill 44 slid 4) Slee YI 
operations, which are critical to the ADA galls Aa yall slate! Glihke 
enterprise. 
Recovery Teams | A structured group of teams ready || slo 3 jatall Gall Gs Aabin dc peas |] ela el God 
to take control of the recovery || ¢s83 Js glee! Gble Luss 
operations if a disaster should 5) sal 
occur. 
Recovery Time || The demonstrated amount of time |} (4 GS xia! (il) Ain pacll Apis HN) Saal! |] ela fue) ba 
Capability (RTC) || in which systems, applications || S!>.5 5!/5 Gabi 5 debs! ela ial 4 yleall 
and/or functions have been | 3) “209! cyteill JR Jey! 


recovered, during an exercise or 
actual event, at the designated 


gh cle Se GSLal (8 Aube! Gat gal 
(Agzal_ s8YI 5) Ayatall) Abate gall 


recovery/alternate location 
(physical or virtual). 
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Recovery Time | The period of time within which || ¢leois) .8 8 kd call Ayie Il a yiall || ela au! Ca, 
Objective (RTO) || systems, applications, or functions |) 4:2!) lle! 9) stabil 4) dadasty! Cargill 

must be recovered after an outage. sll) Nady gla) Cie 

RTO includes the time required for: G80 5 Auaiill'y anaill 

assessment, execution and 

verification. 

The period of time following an | ay), cis) gal) Cadet all Anke ll 3 ial 

incident within which a product or || =.iusl) ela fal y Soledad .§ Cg ail 

service or an activity must be Ld) gall gh ASI g) Lead! gl 

resumed, or resources must be 

recovered. 

Recovery The sequence of recovery activities, | Judi 5) gla ey) 4b) Gals cgie N all 
Timeline or critical path, which must be |j cl) 2520 4celdl oe Gall call cle ied 
followed to resume an acceptable | 8 las Clbeall J shall cs sical! 
level of operation following a «Slee! ¢ Uni 

business interruption. 

Redundancy Duplicate technology, facilities, || Claes!) 5! gal_yall 9) Apiail) Gls plata! | Aybliny! 2 sill 
equipment, information or |] Attest al slg} ila geal! I 
personnel intended to increase || G5 Weelasiol alpall Apblin YI 
reliability or availability and Jalae Valdas Sis) 4) AB spall 
decrease the risk of loss. el 

Regulatory Similar to Legislative or Statutory || s! 4zz Sil scl sill agiin scl |] Aabaidl! rc} gill 
but usually rules imposed by a || desl) Ge sale Uti LeiSly Apadaitll 
regulator rather than through direct Aye Sal) Gly till Ge Yay Aebaid) 
government legislation. 5 sled 

Remediation The process of planning for and/or || Ja! Ge Adil) 4\/5 ladesill Slee! |) 4atladl jul 
implementing measures taken to || V2o24) 5! JI ~eY! Gs asll 5) Ck! 
repair or limit damage or exposure pled 
to loss. 

Repatriation Plan || Repatriation refers to anything or || ¢2¥! ce cl oll Gas ill cee pts || as ill Abs 

anyone that returns to its country of | adh ll Galedl Geksyl 5 
origin, which can include foreign sill sill ge lls ats gla! 
nationals, refugees, or deportees. Jie Gala pall 5) OU! 5! Apia yl 
Repatriation plans are necessary to Boel yyy a dail! tabs 
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help a person adjust once returned || cl! 4iase¢ Sle CaS) Cle Gol! 
to his or her country of origin. AgheY! agilal 
Replication A continuity and recovery strategy |) 4 Ice! Ghasl ul ce daadl ul Cat YI 
where resources are copied to a | isd) clitslh Gai gla I, 
dormant site, only being brought || ASH Ys 4sbLisl ail po pt kareys 
into live operations after an | Ess Ue YW Syslell bball | 
incident. sa} gall 
Requirement || Aneed or expectation that is stated, || Sle 5 63) Stl) Gla gill 4) GLa’! LUA) 
generally implied or obligatory. Lal SN g} Lanza (y sS5 Le 
Residual Risk The level of risk remaining after | Gubi a2 Aid) pbladl oo gins || Aid) jbladll 
implementation of — controls || DEY!) Ge sal! Ags Ae gece gall Las) peal 
intended to lessen impact, il gall gh GY Les! 
probability and consequences 
Resilience Ability of an entity to adapt to || 5! cael eo aS) le Agall 35a 2 anal 
change or absorb the impact of aj) as JkeY!l elas! OU) Golo! 
business interruption —_ while || Usa) (3)! asl) jas 8 Sli 
continuing to provide a minimum Asst (0 
acceptable level of service. 
Resources All _ assets, people, skills, | Giledls sais pel ails 2) sal 
information, technology (including || “U5 <8 be) basi siSill; Gls slaall s 
plant and equipment), premises, || ¢ oes (Sleds Ou! 
and supplies and_ information ol au) Cle slat s clalaeYls 
(whether electronic or not) that an BAstall (Avy ASI jue 5! Aniy SIV 
organization has to have available re ae = oman shes ie 
to use, when needed, in order to ised aly cae ae 
operate and meet its objective. 
Response The reaction to an incident or | CYS 5) Golsall ola Cail! a,0) Juladu'y| 
emergency to assess the damage or || D&Y! 5) blo~eY! aus dal Gs iso! shal 
impact and to ascertain the level of || ¢!s=¥! Abi) Gries Go aslills 
containment and control activity Ay sllaall Laucall s 
required. 


Business Continuity Glossary & (58) 
By: Yahya M. Al-Shaikhi 1% edition 2024 


Terminology (English — Arabic) 


Rest Centre A building taken over by the Local |) C98: 4alsell AbaLul) ale dai Cite dal iy! 
Authority for the temporary |) -a&3>%4! a oll Gala SU Cage (Sus 
accommodation of evacuees 

Restart The procedure or procedures that || Glsbill sale] lela) sh clyal | peutill sale} 
return applications and data to a || sexe! Sseciill ea) Abi ot) GUL , 
known start point. 

Restoration Process of planning for and/or || 48) Gleljal sl/5 Sadasill lc} ae jill 
implementing procedures for the || Glsedls s5ga¥) Creal ll Andi 
repair of hardware, relocation of |) cl! bs) sail sine s 1 sYl 25 pall iis 
the primary site and its contents, cial eB gall (8 Azalall Aube cil) laleall 
and returning to normal operations 
at the permanent operational 
location. 

Resumption The process of planning for and/or || Gle!>Yl ea: bale} 5!/ 5 Jayeaal) Jlec| alt YI 
implementing the restarting of 1) SM Cate Aah tcl GilLaal 
defined business processes and 
operations following a disaster. 

Risk Potential for exposure to loss which || e2 ills esl Ge pill GYLis) pall 
can be determined by using either || .A¢Si) 5! 43¢ sil) Gx laill Ge Ll learns 
qualitative or quantitative 
measures. 
Sulgall goby Vis! Ae gene 
Combination of the probability of an Leitl se 
event and its consequence 
Risk Acceptance || A management decision to take no | 2s Glel pa! csi AA4 ase sy! O18) blll S58 
action to mitigate the impact of a Adee yhlis lil Ys 
particular risk. 

Risk Analysis The quantification of threats to an || sLéicd! 4a} i All Glorgall 4S aad |] bla! alas 
organization and the probability of ye fs OYLis y 
them being realized. 

Risk Appetite Total amount of risk that an |) sede sad 4 il) blac) Ileal paliall isi 
organization is prepared to accept, | ol st te) Ge paill 5) Ugleat ! Lehi 

Agia) 38 
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tolerate, or be exposed to at any 
point in time. 
Risk Assessment || Overall process of risk |} \gansiy ehlad, jblad! aosi cite || blac! ani 
identification, risk analysis, and risk 
evaluation. 
Risk Avoidance || An informed decision to not || GY co gs AIO Cosy Sif] bladl Gis 
become involved in or to withdraw Mead ¢ glial! ears s) slalacll 
from a risk situation. 
Risk Categories || Risks of similar types are grouped |) »bdl Ge Agliial els) quai] blad! oui 
together under key headings, | le Glars Api Glaiei Gai 
otherwise known as ‘risk "ell! OL" 
categories’. 
Risk Classification || The categorization of risk, normally || ¢ 585 CYlial Gle Sy lh Sale g |) blacl! anni 
focusing on likely impact to the Bléiall le le 4) 5) pblasll 
organization or likelihood = of 
occurrence. 

Risk Controls All methods of reducing the || tbsAll bas l/s I Si padd 6 pL Aas |] Cp asl! Lil pe 
frequency and/or severity of losses || StsAll e535 «Ue yell! Gist dll ay valid! 
including exposure avoidance, loss |) Je) Glas 5 Gy Ceaills leasidis 
prevention, loss reduction, | O30) = bla) Jy 4 pdl 
segregation of exposure units and Leal 
non-insurance transfer of risk 

Risk Criteria Terms of reference against which sila dyed) adil da yall Gash! audi ples 
the significance of a risk is alll 
evaluated. 

Risk The culture, processes and |j 4¢ pagal Guaaly GleljaYls Aldi |] blaall ola! 

Management _ || structures that are put in place to || els Adka Auli) Glad! sly 

(RM) effectively manage potential || Js#s wsiee all pbladll Gs antl sa 
negative events. As it is not possible || “13! eats) 2 3) paekall Go Cus 
or desirable to eliminate all risk, the dela! gue 
objective is to reduce risks to an 
acceptable level. ; 

BLetell Sac! slay dauciall Abdu] 
Coordinated activities to direct and call) pay ak 49 
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control an organization with regard 
to risk. 
Risk Mitigation || Implementation of measures to || di«!) Gloigdll Agdacd jalaill gus Oe asi) 
deter specific threats to the || 5/5 sail Qhel 4) )) ial le valid! 
continuity of business operations, || os? Siloagall Salsa Ge GY Ali y 
and/or respond to any occurrence ALSY) (ot 5 Anslial) Ad: phils dus 
of such threats in a timely and STS Se ol Shes aCe ah 
appropriate manner. Activities AG jal 
taken to reduce the severity or 
consequences of an emergency. 

Risk Profiling The identification and prioritization || Go ila ls yasts Gloigdl Cape gi || bla!) Gas 
of threats in a Risk Analysis _ alll alot dagia 
methodology. 

Risk Ranking The ordinal or cardinal rank | 4gs'sY! Gus Ge pblaal) 4g. ass 4 ye asi 
prioritization of the risks in various || cst SWS.5 4a5 il 4) Agha! alac YI 385 ala) 
alternatives, projects or units Ss aid 5) lal ell a8 

alas oll 
Risk Reduction ||A selective application —of || taleally Gulu) Gyo (lH) Gubi | bldll (ys asl 
appropriate techniques — and || € 385 Anlst! Gyo snl AeiDUall 44 Jay 
management principles to reduce sLagals 5} Le 85 5) Ess} gal 
either probability of an occurrence 
or its impact, or both. 

Risk Register All risks of an organization, listed, || #4! 4a) si al) jbl) Aas Gy gai |} pblaall Jaw 
ranked and categorized so that || tales 4y: ols le avin s leat jis 
appropriate treatments can be || +t) 4g blb kn suly dS 
assigned to them. Ananadall 

Risk Source Element which alone or _— in |) e405 ceil Ancinall ) da paid) oliall |) bladll lon 
combination has the _ intrinsic ala) Aad 
potential to give rise to risk. 
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Risk Transfer || A common technique used by Risk || ¢¢ pba) ¢| ro dering QGLS Gi glad | blll Jas 
Managers to address or mitigate || lind) GYAN Gs Siiill 5) Agal ys 
potential exposures of the || Ge 4¢5en< 5&5 dléiall va jal 
organization. A series of techniques Agal ss ae sisi Chaat gill calla! 
describing the various means of Ayal Ayasil) UR Ge bla 
addressing risk through insurance eh ca es 
and similar products. 
Refers to the shifting of the burden aH oll aes an Ji al oss 
of loss to another party through 3} onal 3 oe 3 oneness 
ae Sti gl Lea ud By Gohl Gs Wt 
legislation, contract, insurance or ci 9 : 
ange coll Leia 6 ja oh Agslal) bola 
other means. It can also refer to the al 
shifting of a physical risk or part 
thereof elsewhere. 
Risk Treatment || Selection and implementation of || Ua Ja! Ge lganbiy pula) juss) |) blac dat 
measures to modify risk. _ alaud| 
Roll Call The process of identifying that all |) Calstaals 5 5)ly cysile gall AalS aaai |} clLauL sloliall 
employees, visitors and contractors || a®as!si ce ASlills pginys anaiy 
have been safely evacuated and 3) inal) eB) ie Ge! pga sds 
accounted for following an Ch pall 
evacuation of a building or site. 
Safe Separation || An adequate geographical spread |) teocl! Gy: Apulidll Agi jzall Adlucll |) ALolall dala 
Distance between the original and duplicate || ‘Geos Ads Aybliayl, bey! due! 
resources, the various suppliers, the Casall Ga 5) Aantal Cigleal , 
replica operations or the base site Cla el byes old! 
and its recovery site. 
Salvage The act of conducting a coordinated || Glelj=Y! asst Jal Ge Guiell aaill SExcrep 
assessment to determine the | JseY! oli: ladlad) al yall Laide 
appropriate actions to be 3 pill 
performed on impacted assets. 
Self-Insurance _ || The pre-planned assumption of risk || Gus <Aaned! AbbAdl) bla) led gif SIMI Guelill 
in which a decision is made to bear | US Si -8 il jilasl) a8) Sad 
loses that could result from a|) c= bese Sle! Ay) cial Gol go 
Business Continuity event rather 
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than purchasing insurance to cover |) tsAl) AG 4ubsdl Galil) 4ah5 6) 6 
those potential losses. Alsinall 
Service The process and_ procedures || dala! 4: sacl) Glel jay) 5 Cleat 4g) cil 
Continuity required to maintain or recover || Us ela ial 5! 4a pall Glass! cle Sls) 
critical services such as “remote |) St<ll ea" 5) "se ce Desi" 
access” or “end-user support” le) Shari JS "gle 
during a business interruption. 
Service A process used to mitigate, develop, |) !acl5 Cassall (8 Acadinall Gllerd! |} 4.5) cial lass 
Continuity and document procedures that || Us sédell (Sc Jill Glel jay! Gass Saat 
Planning enable an organization to recover || Jai se 4evall Glas) babi! 
critical services after a business Jee! 
interruption. 
Service Level A formal agreement between a || lps) 4stSll 25 }o Gus Ape) Aula |] (5 gine Atlas! 
Agreement (SLA) | service provider (whether internal || s!4) sls (LK 3! le 40141 
or external) and their client | 28 “1s 264 (GuaJK 3) cull 
(whether internal or external), Slee Y) Angles Aesall a5 je Auleial 
which covers the nature, quality, “Meillais La asi lelasay leet (ill 
availability, scope and response of cael Used ey) Ages Ol 
the service provider. The SLA should aay AB asl Aya git caved 
. . coll dala! Gas GAY [bi ull, 
cover day-to-day situations and 2s) ll ell Lesa 
disaster situations, as the need for 
the service may vary in a disaster. 
. dost Ghesll, 4eadtl a5 po Gy Anslail 
An agreement between a service ie ljas tena ele ats 
provider and a customer defining ° : 7 Ake 
the scope, quality and timeliness of 
service delivery. 
Service Level The process of defining, agreeing, || * > 2+ll 54) sacl) Glesrall ig give pant |] sie 3 Na 
Management || documenting and managing the || DS Legs « Apllall Canllsill ) slain (ys 4oasll 
(SLM) levels of any type of services | 4-4! Gasie ban Gilly « kes 
provided by service providers || GHY!s Gua llk 5! Guldl | sits el gaa 
whether internal or external that shell lal s Least sig Lele 
are required and cost justified. 
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Shelter-in-Place || An official order, issued in response || ¢lis ybAl Ataiol jae cou y pal | Cabell 4 cladll 
to an imminent danger situation, is || J4!- ok Gilles clall ull, ala ala lall 
the act of seeking safety within the | #4! Ge Yas Sette Mal iuell 
building one already occupies, (5) skal Gare ll Gad 5) Aabaial) 
rather than evacuating the area or pale aaa 
seeking a community emergency 
shelter. 

Simulation One method of exercising teams in || as Cus Gall Gad Gb Cn Ady |] Sal Gy i 

Exercise which participants perform some or || @ ceil! Jlec YI US 5! Gaan U 5S pLtall 
all of the actions they would take in Adal) Sandi oli) 
the event of plan activation. 
Single Point of || A unique pathway or source of a || «la! 5l/5 Salis 6) ders rine 5} live Jlaail) 4a 
Failure (SPOF) | service, activity, and/or process. |) Ge 85 Jas isi sag Y doles « ass 3. jal) 

Typically, there is no alternative and | ss Jb A) waist! alls bolus 
a loss of that element could lead to Aaya dle! 
a failure of a critical function. 
Unique (single) source or pathway elyal sl/s bls 2 Aste pace 5| slave 
of a service, activity and/or process; | “*“° aa Usp) ange 7 Bley es 
typically there is no alternative, and feats hss CD ama sae 
loss of that element could lead to Aga Chal Ms cleall 
total failure of a mission critical 
activity and/or dependency. 

Situational The process of evaluating the || e805 ledlse 5 Gal gall sad daa audi |] (4 all Jalal 

Analysis severity and consequences of an etill 
incident and communicating the 
results. 
Social Non-technical or low-technology || cle asic Y) ALM 5) Asie jue ila gl | Aye Leia) Ausrighl 
Engineering means used to attack or penetrate a || 3) algal aasiud Kills Ls ol iS) 


system by tricking or subverting 
operators or users. 


oh Caledall glad pe ek) GI is! 
vegsle ulaill 9} Cyerdiinall 
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Stakeholder Individual or group having an ell Cpe Cydia) Cie gercall gf ol AY) |) Axtunal) lanai 
interest in the performance or || «¢>l) iin clgalai 5) oLdidll 
success of an organization e.g., | Sr<ols  «cstbsalls ells 
customers, partners, employees, (glad acinalls Dall ald 
shareholders, owners, the local ile sSall Helgi] Cuyaluall y 
community, first responders, pa Shes 
government, and regulators. 
Stand Down Formal notification that the | 4:)!_pciul Abate elgith oalae lau) $b wala | 
response to a Business Continuity Welgil 5} Slee YI 
event is no longer required or has Cal) IBY) Alle elgitl: ay gdlel 
been concluded. lst) (gi Aba chat 
A formal announcement that alert 
status is over and the plan will not 
be invoked any further. 
Standalone Test || A test conducted on a specific || Wis!) 4430 Gyo aoae GY Se SLiS! | tual! SLs) 
component of a plan (call tree test, || 2% pala SUES) «SluetY) 44 pane 
single application test, etc.) in |) 2 God! GU Sal Ge J jee (all 
isolation from other components to cAdlleds 9Sall all delai Ge Gini! 
validate component functionality, ob gi SUB! som eas, 
typically under simulated operating ja 
conditions. 
Standby A continuity and recovery strategy || 4b) eY!) Glacial Ge Agatha ali 
where a facility is available to be |) Us Gill os Ge gla YI; 
made operational as required. alla) ic Jct 
Stay-at-Home || A stay-at-home directs the public to || agljlis ele) ag 5b yo) (cecatigy || Call ag 5} Ul 
Order remain at home and away from || ‘+ ¢s08l! acs GAY! Ue ALLY, 
other people unless it’s absolutely || ~ aH DM cle 5 «cs sacl 8) 5 wall YI 
necessary to go out. While the || Hy AE oul § OSall 55 pe 
public should stay at home as much Jgnaall 5) Ayal Ale alla ells (40 
as possible, exceptions are made for Ansa) Guess eu abl ck 
medical care, food, and essential || ~~ rae SS) Ss gel as) ols} us 
work. Stay-at-home orders are we dead RE 
more lenient and may last much 
longer than a Shelter-in-place order. 
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Structured 
Walkthrough 


Types of exercise in which team 
members physically implement the 


Gp vill cline! ag a shy Cy Lelll Yo g 53 
Slee! ay) peta! Labast teal! gaudaills 


Seda Zi ja 


business continuity plans and | J=! Gs ase USI Ay pull Anal pall 
verbally review each step to assess | 22#lls Gmssill ams} sass s Leite’ anti 
its effectiveness, identify Baggage y 
enhancements, constraints and 

deficiencies. 

Succession Plan || A predetermined plan for ensuring | Glas Us! Gs Lanse Saee Aba) Ciilil) dbs 
the continuity of authority, | ees 4 ey! Abba) 4.5) il 
decision-making, and | Jas! Alla (gf Gilat y «lal 
communication in the event that |? ca%!! eh C4 Bt (saliall 
key members of executive pgales ela} coe Ahtlll 5 1391 
management unexpectedly become 
incapacitated. 

Supply Chain A proactive analysis Of |) cll Cannell Leta y lal gol lias! las |] Ay yo alas 
Resilience vulnerabilities affecting —_— the || s! Cla tuall Agius lll Ghibeall le igh |] alae) sdk 
Analysis logistical process of a product or | + Gl JSxesll wazis Chast 
service to establish risk thresholds. Jalal 
Symptomatic An infected individual displaying || le ebis corte Glee Gadd | Gale’! yeh 
symptoms of a specific disease. LO US Yale! 
Syndicated Work space shared by a limited || (2520 sre Aauley A ide ec GIs |} lI ia) Glad 
Subscription number of organizations, || s) ca-ad« aladtal al G Soy «obaiall Arans 
Service configured for general occupation (Lei Blade Gal OSI ) ole 
(not for a particular organization). 

System Recovery || The procedures for rebuilding a || ClSwills 4sbY) cl sale] Glelyal | ela ie! als 
computer system and network to || 238s 48 Os ees cll Ap pulall 
the condition where it is ready to || emis Clnbills Gledeall alt! 
accept data and applications, and AS) Yady 
facilitate network communications. 

Table Top One method of exercising plans in || 3s «Gg lel) Lbs @ yb Gye 4a b |] Al Ul) Cy psi 
Exercise which participants review and || Cslayl dale OsSobedl ast 


discuss the actions to take without 
actually performing the actions. 


Technique for rehearsing 


_Caeall ee lads O94 gids “alia g 
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emergency teams’ in which 
participants review and discuss the 
actions to take according to their 
plans, but do not perform any of 
these actions; can be conducted 
with a single team, or multiple 
teams, typically under the guidance 
of exercise facilitators. Copies of the 
BCP are distributed to appropriate 
personnel for review. 


O* es isi shll Got Suga Gslul 
lela deal ya Cy gh yLdcall ala 
O99 Ae gua gall aglbs (545 Lgittilis s 
Cy Al gall Cys slat (gag _cleall Sasbaill 
cil 3) cand 3S) gl aah ad df 
Abs Go Ge Ely ‘Cue pall 

lgecal pri CyreiDduall 


Technical The Analysis, Design, || 42 )ocul syle) tha by 59 ale |] Apiaill Gls jLaall 
Practices Implementation and Validation |) ‘alls «Sid etis he! 
stages of the BCM Lifecycle. Gail 5 rail ; 
Technical A group responsible for: relocation | gta iu) s Jai: Ge Alsuscll de gemcll |} dled G2 8 
RecoveryTeam || and recovery of technology || G&sbil, «oblull, Ayal) Akay! coitlll 
systems, data, applications and/or |) +=) 442!) © la Bailaes ac sl/ 5 
supporting infrastructure || 46s “sill Suse Yi a2 sal af gall 58 
components at an alternate site Se Se Se cate 
following a technology disruption; peal alc 
and subsequent resumption and 
restoration of those operations at 
an appropriate site. 
Test A pass/fail evaluation of | 4zisall Agu) protic td 9) lita! ani ouikY| 


infrastructure (example-computers, 
cabling, devices, hardware) and\or 


cCulanell «Jul Stl Cal gall 1 Jie) 
sie ) Agslall I jagaill 9/5 (5 5ea'Y! 


physical plant _ infrastructure || J! W (eiteell lal gall « siluall Abil 
(example-building systems, AG ab gill se ccill Aaa gas! 
generators, utilities) to AaB] 5 Ob sSall 
demonstrate the anticipated 


operation of the components and 
system. 


An exercise whose aim is to obtain 
an expected, measurable pass/fail 
outcome. 


ec ca m ee ee eee ee ee 
staal ALUN 5 48 shall Laall 5) Sli Yl 
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Threat A combination of the risk, the || Asleials ilse s pbladll de pene larga) 
consequence of that risk, and the Agdull Glan! ¢ fy 
likelihood that the negative event 
will take place. 

oe Salsall ¢ dd Alcina! Glo! 

A potential cause of an unwanted Gall sll gas 3 wetlg Auge oa 
incident, which may result in harm GLEball 3} Lo 3! alah 5 call 
to individuals, a system or geAlowall 9) Aajall | 
organization, the environment, or 
the community. 

Trauma The process of helping employees || ee Jill le Guile gall Sache | lero) 3a) 

Management deal with trauma in a systematic || Cie aete Glsls usd! Glau 4 puaill 
way following an event by proving || ‘#834! Ga ttiudl Abul 5: Glas 
trained counselors, support || OS ces cecal = Gla shin, 
systems, and coping strategies with Salata) catgy Cea Slat il 
the objective of restoring feat eetaical atlas l 
employees psychological _well- 
being. 
Validation The Technical Practice within the |} ss) sss 8559 Greve Ayiaill SLs Lal] Sail 
BCM Lifecycle that confirms that the || «4! Ge SUI 4s Jlee'Y! 4a) poi 
Business Continuity Management hae YL bec YI 42 5) petal 3 sla} eal 
(BCM) program meets the ae Ay) peteal atlas 98 Le pee pall 
objectives set in the Business Ay) paul tes dala ha otal 
Continuity (BC) Policy and that the gaat! ex see anes! 
organization’s Business Continuity sgtiall 
Plan (BCP) is fit for purpose. 
Virtual Battle Box || An electronic form of a storage || cle 455 SI) dene Gadi ade OjAall 

location held on the internet, || OEY, Aydkd) cajgy) ales cal ey! 


intranet or cloud so that data and 


information are immediately 
available post incident and 
accessible by the Incident/Crisis 
Management Team. 


igi Ga pally cAlauall gle gl Adatall 
lies og pst SS Ciba gle » GALLI 
ca Ugall J gua gll Aalst, «taal gall cade 

os SM y Saal gall 5 hal ad 
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Vital Records Records essential to the continued |} s) Jee! Alual gal 42) 5 pcall Gaul |] Ag gual) GLa! 

functioning or reconstitution of an |) CYts JS sletall Gy sSi Sale] 

organization during and after an |) Gaull Lay! 285 ¢ leans (5) shll 

emergency and also those records 4 sill Bsiall Aeal 42) 5 wall 

essential to protecting the legal and | 22s! 1lavls  alitall Aull; 

financial rights of that organization bela toe la 

and of the individuals directly 

affected by its activities. 

Warm Site An alternate processing site whichis || uae2 jemcll yall Slee Yl alge (silall @3 sall 
equipped with some hardware, and | 4sBiYly «GYLetY) GUILE s «3 jes! 
communications interfaces, | qt Acyl] aySil Aadail » Aly gS 
electrical and environmental | eis Y! Guill a8 si Ladd 8 gall 5 pate 
conditioning which is only capable | *!>! 3! *#be¥! Gljzeadl Ouet ae 
of providing backup after additional anasly el 
provisioning, software or 
customization is performed. ; 

A designated standby site equipped Ca J = Js gh 

and serviced to a level which will ee aa aaly sai ck ae 

ae ase A (dhe Gnd Je Aly 

allow the organization to resume rare Sell Site (23,9 sata 

essential operations before their 

non-availability threatens business 

viability. 
Wide Area A catastrophic event that impacts a || 4i_za Aabie le igs AS Gas |] dant, 45S 

Disaster large geographic area and requires || 45 JSai yeYl Geshu, 328 SUaill 

emergency services and civil || Cbd, Gish Gh Che 

authorities to take control. Agia 
Workaround Alternative procedures that may be || Jed) Glas gl GSa Aba lela} |) Aball lel ay 
Procedures used by a functional unit(s) to | 450!) algal clai Abcl gal Leelasiul 


enable it to continue to perform its 
critical functions during temporary 
unavailability of specific application 
systems, electronic or hard copy 
data, voice or data communication 
systems, specialized equipment, 
office facilities, personnel, or 
external services. 


asi ate GYLs 5 Ci gall ¢ LEB! UD 
Pear | aD | 0 Oe 
SUL Lakai gh Aud) gl gl Lig SII 


ah Aug. ill. fh Scat 


Aga AM Leak gl cdl gall 
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(csev&- 6 Soll) dle! Ay) pate) Galatians pve 
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Business Continuity Terminology 
(English — Arabic) 


GLY) 4a) patie) Cilatawes 2 ue 
(qe -gJeal) 


A 
Acceptable downtime J pidall ailial) <i gl) 
Acceptable risk 4M gta hla 
Activation Jail! 
Alert Nail 
Alternative facilities aha Gils 
Alternative site aul 2 gall 
Alternative work area Alsal! eel) dalais 
Asset Sua 
Audit deal pally gaSrill 
Availability ja ill 
Awareness se all 

B 
Best practice Cals jLeall ail 
Biological hazard osm sl gull jbl 
Business continuity Slee Y) 44) petal 
Business continuity coordinator ee 'Y) 4a) patil Ganie 
Business Continuity Event Sloe YI 4a) pois) Cra} ga 
Business Continuity Institute (BCI) lac Y) 4a y) petal agave 
Business continuity lifecycle lee YI 4g) potial dia 3) 99 
Business continuity management (BCM) lee YI Ay | petal 3 lal 
Business continuity management champions Jee YI 4g) pehasl Gali ys 6] pds 
Business continuity management function Jee YI Ay yl patinal 3 lal Ge Al small Aga 
Business continuity management program Jee YI 4g jl pata qali ys 
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Business continuity management system (BCMS) 


dluc Y| 44 ))_peisl Bal auai 


Business Continuity Management Systems (BCMS) 


dlc YI 44 | peal 3 lal ali 


Business continuity management team 


ShecY) 4g yh yaad & hal aa 98 


Business continuity maturity model (BCMM) 


dluc YI 44 | peal eal ane 


Business Continuity Plan (BCP) 


lac YI) 43 )) pains! Las 


Business continuity plan administrator 


Business continuity planning 


lac Y) 4 )1 yadual Joglas3 


Business continuity policy statement 


Slee YI 4g | yates! Alas Oly 


Business continuity program 


Lae Ay 5) yekal ali ys 


Business continuity steering committee 


Shee 'Y) 43 5) ia Aagae sill dial 


Business continuity strategy 


lac Y 4y 1 yacasl Aapiit vial 


Business Impact Analysis (BIA) 


Jee) gle tH uta 


Business interruption 


Jee Y) C48 gf / Sand 


Business interruption costs 


Slee 'Y) Cai gi / baad Calls 


Business process 


Slee! agi 


Business recovery 


Jee) (silat 


Business recovery coordinator 


Jac Y) (gile5 s daleioed gure 


Business recovery team 


celle) Dla! (558 


Business recovery timeline 


Slee) fled ie 5 Leal 


Business risk 


Call seas 


Business unit 


dlc YI BAS 4 


Business unit coordinator 


See'Y| baa 5 janie 


C 
Call tree colSlall eal sill Le slain 
Call tree test colslall Seal sill 4 gin Lis! 
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Change management 


alll bal 


Check list anal Laité 
Command center Baliall 3S yo 
Contingency plan (sy) glall das 
Contingency planning is\_y glall Jessi! 
Continual improvement peice) Grill 
Continuity 4a | pein] 
Corrective action csmgaeailll Seal) 
Cost benefit analysis Aedicll Jali Gulas 
Crisis 4a YI 
Crisis management Cle KY) 35a) 


Crisis management — Guidance and good practice - 


BS11200 


Ctl yLaall, 4a sill — getan pl! Sle YI Bal ls 
BS11200 - tall 


Crisis management team (CMT) 


Le IB lal G58 


Critical infrastructure 


de yall Aged Ail 


Criticality tier rating 


Aaa gall os give Caring’ 


D 
Damage assessment all anti 
Declaration one Y| 
Desktop exercise AY ga Cy yal 
Disaster 44 1S) 
Disaster / Emergency management 1 yh SM / (5) hall 3a) 
Disaster recovery 1h SS) Cpe (gilaall 
Disaster recovery plan 21 yh SU Gye (gle! Abas 
Disaster recovery planning ay) SM Gye (gle! Lagaas 
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Disruption ¢ Uaaiy| 

E 
Emergency is)! slall 
Emergency Action Card (EAC) ig) glall lel yal da 
Emergency operation center (sj glall Glee 8 po 
Emergency preparedness (6) gba!) GY Galil) 
Emergency response plan (sy) glall ulate 4s 
Emergency response team (ERT) (5) shall ulate! 258 
Enterprise risk management (ERM) Agus gall yhlacll 3 jlo! 
Escalation durvaill 
Essential services Joly) Clea) 
Evacuation eAY| 
Event lead Ssaa}} ail 
Exercise Aas jlos 

F 
First responder 5Y) Gpinall 
Full —scale exercise Ua ails Oy pai 

G 
Gap analysis Baal Gulss 
General Secretariat of National Risk Council Aaib gl balact) yolaad doled ULI 
Generic Emergency Response Plan (GERP) (5) lal GYLs (8 AOU cll) Aba 
Group Decision Technique (GDT) 4uc lea}! Glial G glut 
Guidelines for business impact analysis (BIA)- Aaleiell GlaLa Yl - ISO 22317 : 2015 35! lke 
JuceY! 8 Calais 

H 
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Hazard 


eal 


Human threats 


4g Gall Glazagill 


| T service management standard- ISO20000 


le gleall Auisi Lad 3 loY sl yall oleall 


ISO20000 
Impact Fc) 
Incident 408) oll /Zrotall 


Incident command center (ICC) 


Saal gall GYLs Bald JS yo 


Incident management 


Ss} gall 3 lal 


Incident management plan (IMP) 


Sa gal 3 la) as 


Incident management team 


Cash gall 5 lal 3a 


Incident manager 428) gil re 
Incident response Sra) gall Zuladuy| 


Incident response plan 


Cah geld Salata) das 


Internal audit csldlall Gaal) 
J 
Joint Decision Model (JDM) AS yidall GI} pall ¢h gai 
Joint Decision Model (JDM) AS yidall GI} pall ¢ 5 gai 
Likelihood Leia! 
M 
Management system 3 la) ali 
Manual procedures 44 gall lel a! 
Master plan 4aadil io) 4st 
Maximum Tolerable Downtime (MTD) Mdaxill (UJ) gitell) Jeinell ued) aa! 
Maximum Tolerable Outage (MTO) e Ubi! 5 yal (J piel!) Leinall aad) al 
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Maximum Tolerable Period of Disruption (MTPD) 


ee) ¢ UBaY ¢ pascal uaf) aa! 


Minimum business continuity objective (MBCO) 


Slee YI 4p) yoieel alae) Gye (OY) all 


Mitigation 


ERT 


N 


National Chemical and Germ Incidents Management 
Plan 


dso gi pally Hla SI) Coal gall Ayal yal Auth gl) Aaa 


National Marine Disaster Response Plan 


Ay yaa 5) Sil Agal gal Agi sll Abst 


National Marine Environment Pollution Control Plan 


Ay yall Migall Ca yt ait tla gil Adal 


National Natural Disaster hazard Management Plan 


dgeslall C1 1,5 yblan dgal gal dui gli Aba 


National Radiological and Nuclear Emergencies 
Response Plan 


yg aily GelaBy is gl GL Aah gl) Aba 


O 
Offsite location aus ad ge 
Operational risk 4uhacill lal 
Outage oral) ¢ Uaail 
P 
Pandemic cls 
Plan- Do-Check-Act (PDCA) Methodology Ceraaaill, Gaaill 5 <Soeaill » Las! Aragic 
Plan-Do-Check-Act (PDCA) cycle elope) S83) — (g.5xill -ayatill — Lphaill 3) 5a 
(inal yall cual) 
Preparedness dae! / Galill 
Preventive measures 4018 gM lai 
R 
Readiness 44 jalall 
Recovery cgi! 
Recovery Point Objective (RPO) ALN 6 Ladd & parcel) aa} 
Recovery Point Objective (RPO) Cargindl flail Ge 5 
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Recovery procedures 


ceil Stel yal 


Recovery time estimate (RTE) 


ad sill dlaill <i 


Recovery time objective (RTO) 


Gage) flail ii, 


Recovery timeline 


coiled 50 5 J yall 


Remediation FENIEA\} 
Residual risk 4a rial! jlatacll 
Resilience 2 garall 
Response Auli 
Response plan AulatoY| 43 
Restoration ave ill 
Resumption Cait! 
Risk esl 
Risk acceptance _paldall Jj gf 
Risk analysis _palasl! Julai 
Risk appetite pala!) isi 


Risk assessment / analysis 


EL a5 / pa 


Risk avoidance laa! Grins 
Risk categories yall! Gti 
Risk control Self-assessment palaall (yo sal Ant I Lag) gcall (hall ascill 
Risk criterion _palacll jules 
Risk heat map halal) ausil 45) all Aba pall 
Risk management _palacll 3 lal 


Risk management — Guidelines- 2018 : 31000 ISO 


~ jbl 65!) - ISO 31000 : 2018 552! sles 
pla oY Cilgas sill y gale 


Risk mitigation 


pare perc 
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Risk pooling alia! area 
Risk reduction alae! Js 
Risk transfer _palaal! Jai 
Root cause onal! Gull 
Root cause analysis (RCA) tall Gall Subs 
S 
Security and resilience — Business continuity Ay yl_pcial & lal Labbil - Aig yall's Ge) — al sall Slnall 
management systems - ISO 22301 ISO 22301 Jie! 
Service level agreement (SLA) Addl (5 give “Uslail 
Single point of failure Aaulall sligi) ddasi 4) sa acl) Wari) daa 
Stakeholder Jalost) Glacol 
Standard luxe 
Supplier 2) gall 
V 
Vulnerability Caartall (bal yo 
Vulnerability assessment Cheval) LbG/ 5b! go audi 
WwW 
Walk through al pxtiul 4 ga 
Work Recovery Time (WRT) Slee 'Y) (let 320 
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eal al) Cos 


das yall eal pall 


e2023 — Aginncll & 5 pills Aclicall 6) 5 — Shee YI Ag | pedal Blo gal ay) alle 

~A ped pl) Ae Soll Aaa dyed pl de Sat) 8 Slee YI Ay | petal Blo ald io! hla e 
.e2022 -(2.0) la)! 

Aired yl) de Sal) diweAre Sal) Gall 28 Sloe YI Ag) pot (gald iy! Uhlall e 
.e2021 — (1.0) jl)! 

Boy) 5 gectale gleall Agidiy GYLY! ¢ Ubd 24 Slee YI Ay peal 8 lal (gal! Gala e 
e2021-Gls glasl) Anis» GYLaty| 

22021 — Audlell 6 5 — pt! slay ale soy! Chlall e 

Jay yall asl Aaala — Gs 9 Sls sy) pb Glatares (ys gal - rele air!) a « AUS) eo 
02011 — Age a sell 


Ajay) eal pall - 


e Glossary of Business Continuity Terms- BCI- Disaster Recovery Journal- 
2018. https://drj.com/resources/drj-glossary-of-business-continuity- 


terms/ 


e Disaster Recovery Institute International (DRI) Glossary for Resilience - 
https://drii.org/resources/viewglossar 
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